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FOREWORD

Foreword

The New Zealand Information Security Manual (NZISM) (  December 2017, Version 2.7) is now
publicly available and supersedes all previous versions of the manual. Changes include new
paragraphs on Audit Evidence (Section 4.3) and Cable Trays (Section 10.1). Exten sive work
has also been done in updating Section 23.2 Glossary of Terms. A schedule of changes,
additions and other amendments is also available to assist users in identifying additions and
changes.

The NZISM is an integral part of the Protective Security Requirements (PSR) framework
which sets out the New Zeal and GovernmentAs expect
personnel, information and physical security as directed by Cabinet.

The safe and secure operation of information systems is essential to New Zeal andAs securi
and economic well -being. These systems are vital for the successful operation of

government organisations and underpin public confidence by supporting privacy and

security.

Chief executives and senior leaders in government agencies are u  Itimately accountable for

the management of risk, including cyber risks, within their organisations. In the face of

globally rising cyber threats, it is vital that agency executives, particularly those with

information security governance responsibilities,  keep abreast of technology challenges and
threats and update their or gani sati onAs risk stance and securit
refreshed NZISM supports executives to discharge their risk management responsibilities.

The NZISM is a manual tailored to meet the needs of agency information security executives

as well as practitioners, vendors, contractors and consultants who provide information and

technology services within or to agencies. This version continues the regular update and

enhance ment of the technical and security guidance for government departments and

agencies to support good information assurance practices. It is consistent with recognised
international standards to support agenciesA own a

Andrew Hampton

Director -General
of the Government Communications Security Bureau
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ABOUT INFORMATION SECURITY

1. About information security
1.1. Understanding and usingt  his Manual

Objective

1.1.12. The New Zealand Information Security Manual details processes and controls essential
for the protection of all New Zealand Government information and systems. Controls
and processes representing good practice are also provided to enhance the  essential,
baseline controls. Baseline controls are minimum acceptable levels of controls.
Essenti al controls are dygtieennedescri bed as 3sys

Context

Scope

1.1.2.  This manual is intended for use by New Zealand Government departments, agencies
and organisations. Crown entities, local government and private sector organisations
are also encouraged to use this manual

1.1.3.  This section provides information on how to interpret the content and the layout of
content within this manual.

1.1.4. Information that is Official Information  or protectively marked UNCLASSIFIED, IN
CONFIDENCE, SENSITIVE or RESTRICTED is subject to a single set of controls in this
NZISM. These are essential or minimum acceptable levels of controls (baseline controls )
and have been consolidated into a single set for simplicity, effectiveness and efficiency.

1.1.5.  All baseline controls will apply to all government systems , related services and
information. | n addition, i nformation classified CONFIDENTIAL, SECRET or TOP SECRET
has further controls specified in this NZISM.

116. Where the category JAIlIIl Classificationsj is wus
controls in the Manual, it include s any information that is Official Information,
UNCLASSIFIED, INCONFIDENCE, SENSITIVE, RESTRICTED, CONFIDENTIAL, SECRET, TOP
SECRET or anyendorsements, releasability markings or other qualifications appended
to these categories and classifications.

The purpose of this Manual

1.1.7.  The purpose of this manual is to provide a set of essential or baseline controls and
additional good and recommended practice controls for use by government agencies.
The use or non -use of good practice controls MUST be basedonan agencyAs
assessment and determination of residual risk related to information security

Page | 4 VERSION 27 | DECEMBER 2017



ABOUT INFORMATION SECURITY

Target audience

1.1.8. The target audience for this manual is primarily security personnel and practitioners
within, or contracted to, an agency . This includes, but is not limited to:

security executives ;
security and information assurance practitioners;

ol

il

1 IT Security Managers;

1 Departmental Security Officers; and
il

service providers.

Structure of this Manual

1.1.9.  This manual seeks to present information in a consistent manner. Ther e are a number
of headings within each section , described below.

1 Objective z the desired outcome when controls within a section are implemented.
1 Context z the scope, applicability and any exceptions for a section.

1 References z references to external sources of information that can assist in the
interpretation or implementation of controls.

i Rationale & Controls
0 Rationale z the reasoning behind controls and compliance requirements.

o} Control z risk reduction measures with associated compliance
requiremen ts.

1.1.10. This section provides a summary of key structural elements  of this manual . The detail
of processes and controls is provided in subsequent chapters. It is important that
reference is made to the detailed processes and controls in order to fully unders tand
key risks and appropriate mitigations.

The New Zealand Classification System

1.1.11. The requirements for classification of government documents and information are
based on the Cabinet Committee Minute EXG (00) M 20/7 and CAB (00) M42/4G(4) .
The Protective Security Requirements (PSR) INFOSECS3 require agencies to use the NZ
Government Classification System and the NZISM for the classification, protective
marking and handling of information assets . For more information on classification,
protective marking an d handling instructions, refer to the Protective Security
Requirements, NZ Government Classification system.

VERSION 27 | Page |5



ABOUT INFORMATION SECURITY

Key definitions

Accreditation Authority

1.1.12. The Agency Head is generally the Accreditation Authority for that agency for all system S
and related services up to and including those classified RESTRICTED. See also Chapter
3 Z Roles and Responsibilities and Section 4.4 z Accreditation Framework .

1.113. Agency heads may choose to delegate this autho
executive. The Agency Head remains accountable for ICT risks accepted and the
information security of their agency.

1.1.14. In all cases the Accreditation Authority will be at least a senior agency executive who has
an appropriate level of understanding of the security riskst  hey are accepting on behalf
of the agency.

1.1.15. For multi -national and multi -agency systems the Accreditation Authority is determined
by a formal agreement between the parties involved . Consultation with the Office of
the Government Chief Information Officer (GCIO) may also be necessary.

1.1.16. For agencies with systems that process, store or communicate  endorsed or
compartmented information , the Director -General of the GCSB is the Accreditation
Authority irrespective of the classification level of the information.

Certification and  Accreditation Processes

1.1.17. Certification and accreditation of information systems is the fundamental governance
process by which the risk ow ners and agency head derives assurance over the design,
implementation and management of information sy  stems and related services provided
to government agencies . This process is described in detail in Chapter 4 7z System
Certification and Accreditation.

1.1.18. Certification and Accreditation are two distinct processes.

1.1.19. Certification is the formal assertion that an information system and related services
comply with minimum standards and agreed design, including any security
requirements.

1.1.20. In all cases certification and the supporting documentation or summary of other
evidence will be prepared by, or on behalf of, the host or lead agency. The certification
is then provided to the Accreditation Authority.

1.1.21. Accreditation is the formal authority to operate an information system and related
services, and requires the recognition and acceptance of  associated risk and residual
risks.

Page | 6 VERSION 27 | DECEMBER 2017



ABOUT INFORMATION SECURITY

1.1.22.

The requirements described above are summarised in the table below. Care MUST be

taken when using this table as there are numerous endorsements, caveats and

releasability instructions in the New Zealand information classification system

change where the authority for accreditation lies.

Information

Classification

MUST and
MUST NOT controls

SHOULD and
SHOULD NOT controls

that may

Accreditation
Authority

Information
classified
RESTRICTED and
below, including
UNCLASSIFIED
and Official
Information

Controls are basel.
hygi enej controls a
the secure use of a system or service.
Non-use is high risk and mitigation is
essential .

If the control cannot be directly
implemented, suitable compensating
controls MUST be selected to manage
identified risks.

The Accreditation Authority may grant
a Waiver or Exception if the level of
resi dual ri sk is wi
appetite.

Some baseline controls cannot be
individually risk managed by agencies
without jeopardising multi -agency, All-
of-Government or international

systems and related information.

Control represents good
and recommended
practice. Non -use may
be medium to high ris k.

Non-use of controls is
formally recorded,
compensating controls
selected as required
and residual risk
acknowledged to be
wi t hin
appetite and formally
agreed and signed off
by the Accreditation
Authority.

the a

Agency
Head/Chief
Executive/D irector
-General (or
formal delegate)

All systems or

X " This is a baseline for any use of High This is a baseline for any | Agency
services classified . . ) .
Grade Cryptographic Equipment or the use of High Grade Head/Chief
CONFIDENTIAL . . . .
establishment of any compartments or Cryptographic Executive/Director
and above. . .
the handling of any caveated Equipment or the -General (or
information (see below). establishment of any formal delegate)
The Controls are ba compgrtmentsorthe
. . handling of any
hygienej controls a ] .
. caveated informat ion
the secure use of a system or service. See below
Non-use is high or very high risk and (See below).
mitigation is essential. Control represents good
If the control cannot be directly and r.ecommended
. . practice. Non -use may
implemented and suitable be hiah risk
compens ating controls MUST be 9
selected to manage identified risks. Non-use of controls is
The Accreditation Authority may grant formally re(.:orded,
. L compensating controls
a Waiver or Exception if the level of i
. . . . | selected as required
residual ri sk is wi . ]
appetite and residual risk
ppette. formally acknowledged
Some baseline controls cannot be to be within the
individually risk managed by agencies |agencyAs rei s
without jeopardising multi  -agency, All- | and agreed and signed
of-Government or international off by the Accreditation
systems and related information. Authority
VERSION 27 | Page | 7




ABOUT INFORMATION SECURITY

Information

Classification

MUST and
MUST NOT controls

SHOULD and
SHOULD NOT controls

Accreditation
Authority

All use of High
Grade
Cryptographic
Equipment (HGCE)

All systems or
services with

Accreditation based on work
conducted by the agency and authority
to operate by the Agency Head.

Controls are basel:
hygi enej c oreessaentialdor a
the secure use of a system or service.

Accreditation based on
work conducted by the

agency and authority to
operate by the Agency

Head.

Control represents good

Director -General
of the GCSB (or
formal delegate)

compartmented Non-use is high or very high risk and and recommended
or caveated mitigation is essential. practice. Non -use may
u:forr:_at:jon If the control cannot be directly S S
classifie implemented and suitable Non -use of controls is
CORIRIRERITAL compensating controls MUST be formally recorded,
A Ehoe. selected to manage identified risks. compensating controls
The Accreditation Authority may grant selecteq as regmred
. L and residual risk
a Waiver or Exception if the level of
. . . . | formally acknowledged
resi dual ri sk is wi -
g to be within the
appetite. :
agencyAs ri
Some baseline controls cannot be and agreed and signed
individually risk managed by agencies off by the Accreditation
without jeopardising multi  -agency, All- | Authority.
of-Government or internation al
systems and related information.
JAII Cl assiaftegoyat i onsj ¢

11.23. The

JAII

Cl as si fisiuseditd desknibs the appictabdity af cogtrols

for any

information that is Official Information or protectively marked UNCLASSIFIED, IN -
CONFIDENCE, SENSITIVE, RESTRICTED, CONFIDENTIAL, SECRET or TOP SHG¢RIINg

any caveats or releasability endorsements associated with the

classification.

Compartmented Information

respective document

1.1.24. Compartmented information is information requiring special protection through

separation or is

agency.

Concept of Operations (ConOp)

1.1.25.

Document

Systems, operations, campaigns and other organisational activities

J ¢ o erpnfomatiorestorieceadd pro€essedrby thet h

are generally

developed from an executive directive or organisational strategy. The ConOp is a
document describing the characteristics of a proposed operation, process or system

and how they may be employed to achieve particular objectives. Itis used to

communicate the essential features to all stakeholders and obtain agreement o n
objectives and meth ods. ConOps should be written in a non -technical language to
facilitate agreement on understanding and knowledge and provide clarity of purpose

ConOp is a term widely used in the military,

defence, military supp ort and aerospace enterprises.

operational government agencies and other

Page | 8
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ABOUT INFORMATION SECURITY

Information

1.1.26. The New Zealand Government requires information important to its functions,
resources and classified equipment to be adequately safeguarded to protect public and
national interests and to preserve personal privac y. Information is defined as a ny
communication or representation of knowledge such as facts, data, and opinions in any
medium or form, electronic as well as physical. Information includes any text,
numerical, graphic, cartographic, narrative, or any audi 0 or visual representation.

Information Asset

1.1.27. Aninformation asset is any information or related equipment  that has value to an
agency or organi sation. This includes equipment , facilities, patents, intellectual
property, software and hardware . Information Assets also include services, information,
and people, and characteristics such as reputation , brand, image, skills, capability and
knowledge .

Information Assurance (I1A)

1.1.28. Confidence in the governance of information systems and that effective mea sures are
implemented to manage, protect and defend information and information systems by
ensuring their availability, integrity, authentication, confidentiality, and non -repudiation.

Information S ecurity

1.1.29. Although sometimes described as cyber security, Information security is considered a
higher level of abstraction than cyber security relating to the protection of information
regardless of its form (electronic or physical). The accepted definition of information
security within gov eelaingtothe comnfidentialify,raeadabilityramds r
integrity of informati oni

1.1.30. A number of specialised security areas contribute to information security within
government; these include: physical security, personnel security, communications
security and infor mation and communications technology (ICT) security along with their
associated governance and assurance measures.

Information Systems

1.1.31. The resources and assets for the collection, storage, processing, maintenance, use
sharing, dissemination, disposition, d isplay, and transmission of information.  This
includes necessary and related services provided as part of the information system, for
example; Telecommunication or Cloud Services.

Information Systems Governance

1.1.32. Anintegral pa rt of enterprise governance consists of the leadership and organisational
structures and processes to ensure thattheagenc y As i nf or mati on syst ems
sustaint he agencyAs and GovernmentAs strategies a
Governance is the responsibility of the Ag ency Head and the Executive team.
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Secure Area

1.1.33. In the context of the NZISM a secure area is defined as any area, room, group of rooms,
building or installation that processes, stores or communicates information classified
CONFIDENTIAL, SECRETOP SECRE®Dr any compartmented or caveated information at
these classifications. A secure area may include a SCIF (see below). The physical
security requirements for such areas are specified in the Protective Security
Requirements ( PSR) Security Zones and Risk Mitigation Control measures

Security Posture

1.1.34. The Security Posture of an organisation describes and encapsulates the security status
and overall approach to identification and management of the security of an
organi sat i ospiffmation, systenrs,krocesses and personnel . It includes risk
assessment, threat identification, technical and non  -technical policies, procedures,
controls and resources that safeguard the organisation from internal and external
threats.

Sensitive Co mpartmented Information Facility (SCIF)

1.1.35. Any accredited area, room, or group of rooms, buildings, or installation where Sensitive
Compartmented Information (SCI) is stored, used, discussed, processed or
communicated. The Accreditation A uthority for a SCIFis the Director -General of the
GCSBor formal delegate.

System Owner

1.1.36. A System Owner is t he person within an agency responsible for the information
resource and for the maintenance of system accreditation. This may include such
outsourced services such as t elecommunications or cloud. Their responsibilities are
described in more detail in Section 3.4 z System Owners.

Interpretation of controls

Controls language

1.1.37. The definition of controls in this manual is based on language as defined by the Internet
Engineering Task Force (IETHA Request For Comment ( RFQ 2119 to indicate differing
degrees of compliance.

Applicability of controls

1.1.38. Whilst this manual provides controls for  specific technologies , not all systems will use all
of these technologies . When a system is developed , the agency will determine the
appropriate scope of the system and which controls within this manual are applicable

1.1.39. If a control within this manual is outside the scope of the system then non -compliance
processes do not apply. However, if a control is within the scope of the system yet the
agency chooses not to implement the control , then they are required to follow the non-
compliance procedures as outlined below in order to provide appropriate governance
and assurance.

1.1.40. The procedures and controls described in the NZISM are designed, not only to counter
or prevent known common attacks, but also to protect from emerging threats.
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Identification and Selection of controls

1.1.41. In all cases controls have been selected as the most effec tive means of mitigating
identified risks and threats. Each control has been carefully  researched and risk
assessed against a wide range of factors, including useability, threat levels, likelihood
rapid technology changes , sustainability, effectiveness and cost.

Controlswitha 3 MU S orj3 MU SNOT} requirement

1.1.42. Acontrolwitha 3 MU SofF 3 MU DT} requirement indicates that use, or non -use, of
the control is essential in order to effectively manage the identified risk, unless the
control is demonstrably not relevant to the respective system. These controls are
baseline controls , sometimes described as systems hygiene controls .

1.1.43. The rationale for non-use of essential controls MUST be clearly demonstrated to the
Accreditation Authority as part of the certification process, before approval for
exceptions is granted. MUST and MUST NOT controls take precedence over SHOULD
and SHOULD NOT controls.

Controls witha  JISHOULDj or 3ISHOULD NOT} requirement

1.144. A control with a 3SHOULD}j or 3SHOULD NOT}j requ
use, of the control is considered good and recommended practice. Valid reasons for
not implementing a control could exist , including:

a. Acontrolis notrelevant in the agency;
b. A system or ICT capability does not exist in the agency; or

c. A process or control(s) of equal strength has been substituted

1.1.45. While some cases may require a simple record of fact, agencies must recognise that
non -use of any cont rol, without due consideration, may increase residual risk for the
agency. This residual risk needs to be agreed and acknowledged by the Accreditation
Authority. In particular an agency should pose the following questions:

a. Isthe agency willing to accept additional risk?
b. Have any implications for All-of-Government systems been considered?

c. If, so, what is the justification?

1.1.46. A formal auditable record of this consideration and decision is required as part of the 1A
governance and assurance processes within an agency.

Non -compliance

1.1.47. Non-compliance is a risk to the agency and may also pose risks to  other agencies and
organisations. Good governance requires these risks are clearly articulated, measures
are implemented to manage and reduce the identified risks to acceptable levels , that
the Accreditation Authority is fully briefed, acknowledges  any residual and additional
risk and approves the measures to reduce risk.
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1.1.48. In some circumstances, full compliance with this manual may not be possible, for
example some legacy systems may not support the configuration of particular controls.
In such circumstances , a risk assessment should clearly identify compensating controls
to reduce risks to an acceptable level. Acceptance of risk or residual risk, without due
consideration is NOT adequate or acceptable.

1.1.49. Itis recognised that agencies may not be able to immediately implement all controls
described in the manual due to resource, budgetary, capability or other constraints.
Good practice risk management processes will acknowledge this and prepare a timeline
and process by which the agency can implement all appropriate controls described in
this manual.

1.1.50. Simply acknowledging risks and not providing the means to implement controls doesnot
represent effective risk management.

1.1.51. Where multiple controls are not relevantor  an agency chooses not to implement
multiple controls within this manual the system owner may choose to logically group
and consolidate controls when following the proces ses for non -complian ce.

Rationale Statements

1.1.52. A short rationale is provided with each group of controls. It is intended that this
rationale is read in conjunction with the relevant controls in order to provide context
and guidance.

Risk management

Risk Man agement Standards

1.1.53. For security risk management to be of true value to an agency it  MUST relate to the
specific circumstances of an agency and its systems , as well as being based on an
industry recognised approach or risk management guidelines . For example, guidelines
and standards produced by Standards New Zealand and the International Organi zation
for Standardi zation (1ISO)

1.1.54. The International Organization for Standardization has  published an international risk
management standard, including principles and guidelines on implementation, outlined
in 1ISO 31000:2009 - Risk Management -- Principles and Guidelines . Refer to the tables
below for additional reference materials.

The NZISM and Risk Management

1.1.55. The ISM encapsulates good and recommended best -practice in managing technology
risks and mitigating or minimising threat to New Zealand government information
systems.

1.1.56. Because there is a broad range of systems across governm ent and the age and
technological sophistication of these systems varies widely, thereis  no single
governance, assurance, risk or controls model that will accommodate all agencies
information and technology security needs.
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1.1.57. The NZISM contains guidance on governance and assurance processes and
technological controls based on comprehensive risk and threat assessments, research
and environmental monitoring.

1.1.58. The NZISM encourages agencies to take a similar risk -based approach to information
security. This appr oach enables the flexibility to allow agencies to conduct their
business and maintain resilience in the face of a changing threat environment , while
recognising the essential requirements and guidance provided by the NZISM

References
1.1.59. This manual is updat ed regularly . It is therefore important that agencies ensure that

they are using the latest version of this Manual .

References Publisher Source

The NZISM and additional information, GCSB http://www.gcsb.govt.nz .
tools and discussion topics can be
accessed from the GCSBwebsite

Protective Security Requirements (PSR | NZSIS http://www.protectivesecurity.govt.nz
Another definitive reference is the ISO ISO/IEC http://www.iso27001s ecurity.com/html
standard ISO/IEC 27000:2014 [27000.html
Information Technology  Z Security

http://www.standards.co.nz
Techniques z Information Security Standards NZ R

Management Systems z Overview and
Vocabulary (third edition)

CNSS Instruction No. 4009 26 April 2010 Committee on http://www.ncsc.gov/nittf/docs/ICNSSI -
Z National Information Assurance (IA) National Security 4009_National_Information_Assurance.
Glossary, (US), Systems (CNSS) pdf

NISTIR 7298 Revision 2 7z Glossary of NIST http://nvipubs.nist.gov/nistpubs/ir/201
Key Information  Security Terms , May 3/NIST.IR.7298r2.pdf

2013
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1.1.60. Supplementary information to this manual can be found in the following documents.

Topic

Approved Products

Documentation

Common Criteria ISO/IEC 15408, parts 1,2 & 3

Source

ISO
http://www.iso.org

AISEP Evaluated Products List

ASD
http://www.asd.gov.au

Other Evaluated Products Lists

NSA

http://www.nsa.gov

CESG
http://www.cesg.gov.uk
CSEC

http://www.cse -cst.gc.ca
Common Criteria
http://www.commoncriteriapor

tal.org

Archiving of Public Records Act 2005 (as amended) Archives New Zealand or
information http://www.legislation.govt.nz
Archives, Culture, and Heritage Reform Act 2000 Archives New Zealand or
(as amended) http://www.legislation.govt.nz
Business ISO 22301:2012, Business Continuity Standards New Zealand
continuity http://www.standards.co.nz

Cable security

NZCSS 400: New Zealand Communications Security
Standard No 400 (Document classified
CONFIDENTIAL)

GCSB
CONFIDENTIALdocument
available on application to
authorised personnel

Emanation security

NZCSS 400: NewZealand Communications Security
Standard No 400 (Do cument classified
CONFIDENTIAL)

GCsB
CONDFIDENTIALdocument
available on application to
authorised personnel

Information
classification

Protective Security Requirements (New Zealand
Government Security Classification System
Handling Requirements for protectively marked
information and equipment)

NZSIS
http://www.protectivesecurity.g

ovt.nz

Information
security
management

ISO/IEC 27001:2013

ISO/IEC
http://www.iso27001security.co

m/html/27001.html

Standards New Zealand
http://www.standards.co.nz

ISO/IEC 27002:2013

ISO/IEC
http://www.is027001security.co

m/html/27001.html

Standards New Zealand
http://www.standards.co.nz

Other standards and guidelines in the ISO/IEC
270xx series, as appropriate

ISO/IEC
http://www.is027001security.co

m/html/27001.html

Standards New Zealand
http://www.standards.co.nz
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Topic

Key management
commercial grade

Z

Documentation

AS 11770.1:2003, Information Technology z
Security Techniques z Key Management 7
Framework

Source

Standards New Zealand
http://www.standards.co.nz

Cryptographic
Security

NZCSS 30: New Zealand Commu nications Security
Standard No 3 00 (Document classified
RESTRICTEpP

GCSB

RESTRICTED document
available on application to
authorised personnel

Management of
electronic records
that may be used
as evidence

HB 171:2003, Guidelines for the Management of
Infor mation Technology Evidence

Standards New Zealand
http://www.standards.co.nz

Personnel security

PSR Protective Security Requirements

NZSIS
http://www.protectivesecurity.g

ovt.nz

Physical security

PSR, Protective Security Requirements

NZSIS
http://www.protectivesecurity.q

ovt.nz

Privacy
requirements

Privacy Act 1993 (the Privacy Act)

Office of The Privacy
Commission er
http://www.privacy.org.nz

Risk management

ISO 31000:2009 - Risk Management -- Principles
and Guidelines

Standards New Zealand
http://www.standards.co.nz

ISO 27005:2011, Information Security Risk
Management

Standards New Zealand
http://www.standards.co.nz

HB 436:2013, Risk Management Guidelines

Standards New Zealand
http://www.standards.co.nz

ISO/IEC Guide 73, Risk Management z Vocabulary z
Guidelines for use in Standards

Standards New Zealand
http://www.standards.co.nz

NIST SP800-30, Risk Management Guide for
Information Technology Systems

http://www.nist.gov

Security HB167, Security Risk Management Standards New Zealand
Management http://www.standards.co.nz
Security And Government Communications Security Bureau Act http://www.legislation.govt.nz
Intelligence 2003 (as amended )
Legislation
New Zealand Security Intelligence Service Act 1969 | http://www.legislation.govt.nz
(as amended)
Telecommunications (Interception Capability and http://www.legislation.govt.nz
Security) Act 2013 (as amended)
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Rationale & Controls

1.1.61. Non -compliance

1.1.61.R.01.

1.1.61.R.02.

1.1.61.R.03.

1.1.61.C.01.

Rationale

Controls for classified systems and information  within this manual witha 3 MUST j
or 3 MUS Tcomidliaricg caveat cannot be effectively individually risk managed

by system owne rs without jeopardising their own, and in some cases, multi -

agency or All-of-Government information assurance .

Rationale

Controls within this manual witha 3 SHOUL D and 3SHOULD NOT}
may be risk managed by agencies . As the individual control security risk for non -
compliance is not as high as those controls wi t h a oBWNUIEITA NOTA
requirement, the Accreditation Authority can consider the justification for the
acceptance of risks , consider any mitigations then acknowledge and accept any

residual risks .

Rationale

Deviations from the procedures and controls in the NZISM may represent risks in
themselves. It is important that governance and assurance is supported by
evidence, especially where deviations from the procedures and controls in th e
NZISM are accepted. In this case a formal approval or signoff by the Accreditation
Authority is essential. Ultimately the Agency Head remains accountable for the
ICT risks and information security of their agency.

Control : System Classification(s): All Classifications; Compliance: MUST

System owners seeking a dispensation for non -compliance with any essential
control s in this manual MUST be granted a dispensation by their Accreditation
Authority . Where High Grade Cryptographic Systems (HGCS) are implem ented,
the Accreditation Authority will be the  Director -General of the GCSBor a formal
delegate.

1.1.62. Justification for non  -compliance

1.1.62.R.01.

Rationale

Without sufficient justification and consideration of security risks by the system
owner when seeking a dispensation , the agency head or their authorised delegate
will lack the appropriate range of information to the make an informed decision

on whether to accept the security risk and grant  the dispensation or not.
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1.1.62.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

System owners seeking a dispensation for non -compliance with essential controls
MUST complete an agency risk assessment which documents :

the reason(s) for not being able to comply with this manual ;

the effect on any of their own, multi -agency or All-of-Government system;
the alternative mitigation measure(s) to be implemented  ;

The strength and applicability of the alternative mitigations;

1
1
1
1
1 an assessment o f the residual security risk(s); and
1

a date by which to review the decision.

1.1.63. Consultation on non -compliance

1.1.63.R.01. Rationale

When an agency stores information on their systems that belongs to a foreign

government they have an obligation to inform  and seek agreement from that

third party when they do not apply a Il appropriate control s in this manual . These

third parties will place reliance on the application of controls from the NZISM. If

the agency fails to implement all appropriate controls, the third party will be

unaware that their information ~ may have been placed at a heightened risk of

compromise . As such, the third party is denied the opportunity to consider their

own additional risk mitigation measures for their information in light of the

agencyAs desire to risk meahage controls fro

1.1.63.R.02. Rationale

Most New Zealand Government agencies will store  or processes information on
their systems that originates from another New Zealand Government Agency . The
use of the Classification System , and implementation of its attendant handling

instru ctions, provides assurance to the originating agency that the information is
adequately safeguarded.

1.1.63.R.03. Rationale

Additional controls, not described or specified in this manual , are welcomed as a
means of improving and strengthening security of information sy stems, provided
there are no obvious conflicts or contradictions with the controls in this manual. A
comprehensive risk assessment of the additional controlsis a valuable means of
determining the effect iveness of additional controls.

1.1.63.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

If a system processes, stores or communicates classified information from
another agency, that agency MUST be consulted before a decision to be non -
compliant with the Classification System is made.
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1.1.63.C.02.

Control: System Classification(s): All Classifications; Compliance: MUST

If a system processes, stores or communicates classified information from a
foreign government, that government  MUST be consulted before a decision to be
non -compliant with  NZISM controls is made.

1.1.64. All-of-Government Systems

1.1.64.R.01.

1.1.64.R.02.

1.1.64.R.03.

1.1.64.C.01.

Rationale

All-of-Government systems, because they are connected to multiple agencies,
have the potential to cause significant and widespread disruption should system
failures, cyber -attacks or other inciden ts occur.

Rationale

Any deviation from the essential controls specified in the NZISM MUST necessarily
be carefully considered and their implication and risk for all government systems
understood and agreed by all interested parties.

Rationale

Interested pa rties may include the lead agency, the Government CIO and key
service providers, such as with cloud services.

Control: System Classification(s): All Classifications; Compliance: MUST

If a system processes, stores or communicates data and information with multiple
agencies or forms part of an All-of-Government system, interested parties MUST
be formally consulted before non -compliance with any essential controls.

1.1.65. Reviewing non -compliance

1.1.65.R.01.

1.1.65.C.01.

Rationale

As part of the process of providin g justification for a dispensation to the
Accreditation Authority , an assessment of the degree of compliance, identification
of areas of non -compliance and determination of  residual security risk is
undertaken by the agency or lead agency . This assessment is based on the risk
environment at the time the  dispensation is sought. As the risk environment will
continue to evolve over time i t is important that agencies revisit the assessment

on an annual basis and update it according to the current risk environ ment, and if
necessary reverse any decisions to grant a dispensation if the security risk is no
longer of an acceptable level.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD review decisions to be non -compliant with any controls at least
annually.
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1.1.66. Recording non -compliance

1.1.66.R.01.

1.1.66.C.01.

1.1.66.C.02.

Rationale

Without appr opriate records of decisions to risk manage controls from this

manual, agencies have no record of the status of information security within their
agency. Furthermore, a lack of such records will hinder any  governance,
compliance or auditing activities that may be conducted

Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST retain a copy and maintain a record of the supporting risk
assessment and decisions to be non -compliant with any essential controls from
this manual.

Control: System Classification(s): All Classifications; Compliance: MUST

Where good and recomme nded practice controls are NOT implemented, agencies
MUST record and formally recognise that non -use of any controls without due
consideration may increase residual risk for the agency. This residual risk MUST
be agreed and acknowledged by the Accreditati on Authority.
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1.2. Applicability, Authority and Compliance

Objective

1.2.1. Agencies understand and follow the requirements of the New Zealand Information
Security Manual. Protection of governmenti nformation and systems is a core
accountability.

Context

Scope

1.2.2. The NZISM provides guidance and specific ICT controls that form part of a suite of
requirements produced by GCSBrelating to information security . Its role is to promote
a consistent approach to information assurance and information security across all New
Zealand Government agencies . It is based on security risk assessment s for any
information that is processed, stored or communicated by government systems with
corresponding risk treatments  (control sets) to reduce the level of security risk to an
acceptable level.

Applicability

1.2.3.  This manual applies to :
1 New Zealand Government departments, agencies and organisations as listed in:

0 Parts 1 and 2 of Schedule 1 to the Ombudsmen Act 1975 (as amended); and
0 Schedule 1 to the Official Information Act 1982.

i any other organisations that have entered into a formal Agreement with the New
Zealand Government to have access to classified information.

Authority

1.2.4. The Government Communications Security Bureau Act 2003, as amended  (Xhe GCSB
Ac 1) grovides that one of the functions of the GCSB is to co -operate with, and provide
advice and assistance to, any public authority whether in New Zealand or overseas, or
to any other entity authorised by the Minister responsible for the GCSB on any matters
relating to the protections, security and integrity of communications; and information
structures of importance to the Government of New Zealand. The NZISM is one aspect
of the GCSBAs advice and assistance to governn

1.2.5. This function furthers the objective of the GCSB to contribute to:

i The national security of New Zealand; and
T The international relations and well -being of New Zealand; and
T The economic well -being of New Zealand.
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1.2.6. The NZISM is intended to structure and assist the implementation of government policy
that requires departments and agencies to protect the privacy, integrity and
confidentiality of the information they collect, process, store and archive. While these
overarching requirements are mandatory for  departments and agencies, compliance
with the NZISM is not required as a matter of law. The controls in the NZISM could be
made binding on departments and agencies, either by legislation, or Cabinet direction.

1.2.7. The Protective Security Requirements Framewo rk provide s a specific authority and
mandate through a Cabinet Directive CAB MIN (14) 39/38 .

Compliance by smaller agencies

1.2.8. As smaller agencies may not always have sufficient staffing or budgets to comply with
all the requirements of this manual, they may  choose to consolidate their resources
with another larger host agency to undertake a joint approach

1.2.9. In such circumstances smaller agencies may choose to either operate on systems fully
hosted by another agency using their information security policies a nd information
security resources or share information  security resources to jointly develop
information security policies and systems for use by both agencies . The requirements
within this manual can be interpreted as either relating to the host agency o r to both
agencies, depending on the approach taken.

1.2.10. In situations where agencies choose a joint approach to compliance, especially when an
agency agrees to fully host another agency, the agency heads may choose to seek a
memorandum of understanding regard  ing their information security responsibilities.

Legislation and other government policy

1.2.11. While this manual does contain examples of relevant legislation (see Table s 1.1.59 and
1.1.60), there is no comprehensive consideration of such issues . Accordingly, agencies
should rely on their own inquiries in that regard.

1.2.12. All controls within this manual may be used as the basis for internal and external annual
audit programmes, any review or investigation by the Controller and Auditor -General or
reference d for assurance purposes by the Government Chief Information Officer (  GCIO).
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Rationale & Controls

1.2.13. Compliance

1.2.13.R.01.

1.2.13.R.02.

1.2.13.C.01.

1.2.13.C.02.

Rationale

In complying with the latest version of this manual agencies awareness of the
current threat environment for government systems and the associated
acceptable level of security risk is vital. Furthermore, if a system is designed to an
out -dated standard , agencies may need additional effort to obtain accreditation

for their systems.

Rationale

GCSBcontinuously monitor s technology developmen ts in order to identify
business risks, technology risks and security threats. |f a significant risk is
identified, research may be undertaken, additional controls identified and
implementation timeframes specified.

Control : System Classification(s): All Classifications; Compliance: MUST
Agencies undertaking system design activities for in  -house or out -sourced projects
MUST use the latest version of this manual for information  security requirements.

Control : System Classification(s): All Classifications; Compliance: MUST

When GCSBmakes a determination that newly introduced  standard, policy or
guideline within this manual, or any additional information security policy, is of
particular importance, agencies MUST comply with any new specified
requirements a nd implementation timeframes.
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2. Information  Security within Government

2.1. Government Engagement

Objective

2.1.1.  Security personnel are aware of and use information security services offered within the
New Zealand Government.

Context
Scope
2.1.2.  This section covers information on organisations involved in providing information security

advice to agencies.

Government Commun ications Security Bureau

2.1.3. GCSBis required to perform various functions, including the provision of material, advice
and other assistance to New Zealand government departments  on matters relating to the
security of classified information that is processed, stored or communicated by electronic
or similar means . GCSBalso provides assistance to New Zealand government
departments in relation to cryptography, communications and computer technologies.

2.1.4. Anagency can contact GCSBfor advice and assistance relating to the implementation of
the NZISM by emailing ism@agcsb.govt.nz or phone the G C S Bnffosmation Assurance
Directorate on (04) 472-6881.

2.1.5. Anagency can contact GCSBto provide feedback on the NZISM via email as above.

2.1.6. Agencies can also contact GCSBfor advice and assistance on the reporting and
management of information security incidents . GCSB\s r esponse wi | | be
with the nature and urgency of the information security incident . There is a 24 hour, seven
day a week service available if necessary .

2.1.7. Finally, agencies can contact GCSBfor advice and assistance on the purchasing, provision,
deployment, operation and disposal of High Grade Cryptographic Equipment ( HGCB. The
crypto graphic liaison can be conta cted by email at products.systems@gcsb.govt.nz .
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Other organisations

2.1.8. The table below contains a brief description of the other organisations which have a role in
relating to information security within g overnment.

Organisation

‘ Services

Archives New Zealand

Provides information on the archival of government information.

Auditor General

Independent assurance over the performance and accountability of
public sector organisations.

Audit New Zealand

Performance audits and better practice guides for areas including
information security.

Department of Internal Affairs

Guidance on risk management, Authentication Standards, One.govt
and i-govt services.

Department of Prime Minister and
Cabinet

National security advice to government .

Ministry of Business, Innovation &
Employment (MBIE)

Development, coordination and oversight of New Zealand
Government policy on electronic commerce, online services and
the Internet .

Ministry of Foreign Affairs and Trade

Policy and advice for security overseas.

National Cyber Security Centre
(NCsC)

Provides enhanced services to government agencies and critical
infrastructure providers to assist them to defend against cyber -
borne threats.

New Zealand Police

Law enforcement in relation to electronic crime and other high tech
crime.

New Zealand Security Intelligence
Service

Personnel and Physical security advice

Maintenance of the New Zealand Government Security
Classification System .

Office of the Government Ch ief
Information Officer (DIA)

Advice, guidance and management for sector and  All-of-
Government systems and ICT processes. ICT assurance (including
privacy and security).

Privacy Commissioner

Advice on how to comply with the Privacy Act and related
legislation.

State Services Commission

Monitoring of Public Service organisations and Chief Executives A
performance.

DIA

Government Chief Privacy Office (GCPO)

NZCERT

General reporting of Cyber Security problems.
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References

2.1.9. The following websites can be used to obtain additional information about the security of

government systems:

Organisation Source

Government Communications Security Bureau

http://www.gcsb.govt.nz

Archives New Zealand

http://www.archives.govt.nz

Audit New Zealand

http://www.auditnz.govt.nz

Auditor General

http://www.0ag.govt.nz

Department of Internal Affairs

http://www.dia.govt.nz

http://www.ict.govt.nz

Department of Prime Minister and Cabinet

http://www.dpmc.govt.nz

Ministry of Business, Innovation & Employment
(MBIE)

http://www.mbie.govt.nz

Ministry of Foreign Affairs and Trade

http://www.mfat.govt.nz

National Cyber Security Centre (NCSC)

http://www.ncsc.govt.nz

New Zealand Security Intelligence Service

http://www.security.govt.nz

New Zealand Police

http://www.police.govt.nz

Privacy Commissioner

http://www.privacy.org.nz

Protective Security Requirements

http://www.protectivesecurity.govt.nz

Standards NZ

http://www.standards.co.nz

State Services Commission

http://www.ssc.govt.nz
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2.1.10. Organisations providing information security services
2.1.10.R.01. Rationale

If security personnel are unaware of the role government organisations play with
regards to information security they could be missing out on valuable insight and
assistance in dev eloping an effective information security posture for their agency.

2.1.10.C.01. Control : System Classification(s): All Classifications; Compliance: SHOULD

Security personnel SHOULD familiarise themselves with the information security
roles and services provided by New Zealand Government organisations.
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2.2. Industry Engagement and Outsourcing

Objective

2.2.1. Industry handling classified information implement s the same security measures as
government agencies.

Context

Scope

2.2.2.  This section covers information on outsourcing information technology services and
functions to contractors as well as providing those partners with classified information in
order to undertake their contracted duties.

Cloud computing

2.2.3.  Cloud computing is a form of outsourcing information technology services and fun ctions
usually over the Internet . The requirements within this section for outsourcing equally
apply to providers of ¢ loud computing services .

PSR References

2.2.4.  Additional information on third party providers is provided in the PSR.

Reference Title Source

PSR Mandatory Requirements GOV6, GOVS8, GOV9, PERSEC1, http://www.protectivesecurity.govt.nz
PERSEC3, and PERSEC6

PSR content protocols and Security Requirements of http://www.protectivesecurity.govt.nz
requirements sections Qutsourced Serv ices and
Functions

New Zealand Government
Information in Outsourced or
Offshore ICT Arrangements

Support Resources Non -Disclosure Agreement http://www.protectivesecurity.govt.nz
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Rationale & Controls

2.2.5. Outsourcing information technology services and functions

2.2.5.R.01.

2.2.5.R.02.

2.2.5.R.03.

2.2.5.R.04.

2.2.5.C.01.

Rationale

In the context of this section, outsourcing is defined as contracting an outside entity
to provide essential business functions and processes that could be undertaken by
the Agency itself.

Outsourcing may present elevated levels of risk and additional risks. Outsourcing
therefore, requires greater consideration, demonstrabl e governance, and higher
levels of assurance before committing to such contracts

Rationale

A distinction is drawn between important business functions and the purchase of
services such as power, water, building maintenance, stationery and
telecommunications. These services are not usually provided by the agency itself.

Purchased services, as identified above, do NOT require accreditation or a third party
review as defined in the NZISM. However, normal contract due diligence should be
exercised before committing to these supply contracts.

Rationale

Contractors can be provided w ith classified information as long as their systems are
accredited to an appropriate classification in order to  process, store and
communicate th at information . Contractors and all staff with access to the classified
systems must also be cleared to the level of the infor mation being processed. This
ensures that when they are provided with classified information that it receives an
appropriate level of protection.

Rationale

New Zealand, in common with most developed countries, has agreements with other
nations on information exchange on a variety of topics, including arms control,

border control, biosecurity, policing and national security. The lead agency in each
sector will usually be the controlling agency for each agreement. While the detail and
nature of these agreements is sometimes classified, the agreements invariably
require the protection of any information provided, to the level determined by the
originator . Agencies that receive such information will be fully briefed by the
relevant controlling agency or authority,  before information is provided. Itis
important to note that there is no single list or source of such agreements.

Control: System Classification(s): All Classifications; Compliance: MUST

Agencies engaging industry for the provision of off  -site information technology

services and functions MUST accredit the systems used by the contractor to at least

the same mini mum st andaens. This may beeachevgcetimaughA s
a third party review report utilising the ISAE 3402 Assurance Reports on Controls at a

Third Party Service Organisation.
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2.2.5.C.02.

Control: System Classification(s): All Classifications; Compliance: SHOULD NOT

Agencies SHOULD NOT engage industry for the provision of off  -site information

technology services and functions in countries that  New Zealand does not have a
multilateral or bilateral security agreement with for the protection of classified

information of the government of  New Zealand. Ifthereis any doubt, the
CISO should be consulted.

2.2.6. Independence of ITSMs from outsourced companies

2.2.6.R.01.

2.2.6.R.02.

2.2.6.C.01.

2.2.6.C.02.

Rationale

If an agency engages an organisation for the provision of information technology
services and functions, and where that org anisation also provides the services of an
Information Technology Security Manager, they need to ensure that there is no

actual or perceived conflict of interest (See also Section 3.3 - Information Technology
Security Manager).

Rationale

When an agency engages a company for the provision of information technology
services and functions having a central point of contact for  information security
matters within the company will greatly assist with incident response and reporting
procedures.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Where an agency has outsourced information technology services and functions, any
ITSMs within the agency SHOULD be independent of the company providing the
information technology services a nd functions.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Where an agency has outsourced information technology services and functions,
they SHOULD ensure that the outsourced organisation provides a single point of
contact within the organisation for all information assurance and security matters.

2.2.7. Developing a contractor management program

2.2.7.R.01. Rationale
The development of a contractor management program will assist the agency in
undertaking a ¢ oordinated approach to the engagement and use of contractors for
outsourcing and provision of information technology services and functions.
2.2.7.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agencies SHOULD develop a program to man age contractors that have been
accredited for the provision of off  -site information technology services and functions.
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2.3. Approach to Cloud Services

Objective

2.3.1. Agencies understand and manage their approach to cloud services securely , effectively and
efficie ntly.

Context

Scope

2.3.2.  This section provides guidance on approaches to cloud services.

2.3.3. ltis important that agencies identify ¢ loud systems risks and that Official Information and
agency information systems are protected in accordance with Cabinet Directi ves, the PSR,
the NZISM, the New Zealand Classification System and with other government security
requirements and guidance

2.3.4. Reference should also be made to the following sections in the NZISM:

Chapter 4 z System Certification and Accreditation
Chapter 5 z Information Security Documentation
Chapter 13 z Decommissioning and Disposal
Chapter 16 z Access Control

Chapter 17 z Cryptography

Chapter 19 z Gateway Security

Chapter 20 z Data Management

=A =4 =4 -4 -4 -5 -—a -

Chapter 22 7z Enterprise Systems Security

2.3.5. Detailed controls for Cloud Computing are provided in Section 22.1 7z Cloud Computing.

Mandates , Directives and Requirements

2.3.6. In 2012, Cabinet directed government agencies to adopt public cloud services in
preference to traditional IT systems. Offshore -hosted office productivit y services were
excluded [CAB Min (12) 29/8A]

2.3.7. In August 201 3, the Government introduced their approach to cloud computing,
establishing a Ycl oud-Gdvérmmertt directiop to ¢loid/sereicesdd an Al |
development and deployment.  This is enabled by the Cabinet Minute [CAB Min (13)
37/6B].Under the Ycloud firstA policy state servi
approved cloud services either when faced with new procurements, or a contract
extension decision.

2.3.8. Cabinet also incorporated the clo ud risk assessment process into the system -wide ICT
assurance framework [CAB Min (13) 20/13] .

2.3.9. The New Zealand Government ICT Strategy released in October 2015 requires agencies to
outsource their IT functions using common capabilities and public cloud serv ices where
this was feasible and practical.
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2.3.10. In 2014 The Government Chief Information Officer published Cloud Computing
Information Security and Privacy Considerations . This guidance is designed to assist
agencies systematically identify, analyse, and eval uate information security and privacy
risks related to individual public cloud services.

2.3.11. InJuly 2016, new measures were confirmed to accelerate the adoption of public cloud
services by New Zeal an d /Al negvonegasures compietenbegi®e tingi e s .
policies and risk assessment processes and provide appropriate checks and balances.

Background

2.3.12. The adoption of cloud technologies and services, the hosting of critical data in the cloud
and the risk environment requires that agencies exercise caution. Many cloud users are
driven by the need for performance, scalability, resource sharing and cost saving so a
comprehensive risk assessment is essential in identifying and managing jurisdictional,
sovereignty, governance, assurance, technical and security risks.

2.3.13. Security requirements and drivers in the cloud  differ significantly from traditional data
centre environments requiring new security models and architectures . Key factors include:

The dynamic nature of the cloud and its related infrastructure;

No customer ownership or control of infrastructure ;

Limited visibility of architectures and transparency of operations;
Shared (multi -tenanted) physical and virtual environments; and

=A =4 4 A -4

May require re -architecting of agency system to optimise use of cloud  services.

2.3.14. While there is potential for significant benefit, flexibility and cost saving, any use of cloud
services carries risk. All cloud computing decisions should be made on a case -by-case
basis after a proper risk assessment , the agency technology arc hitecture is developed and
security is properly considered and incorporated.

2.3.15. There is also likely to be a significant mismatch in service -level agreements (SLASs) between
existing systems and outsourcing arrangements and those of cloud  -based services.

2.3.16. Itis important to note that although agencies can outsource operational responsibilities
to a service provider for implementing, managing and maintaining security controls, they
cannot outsource their accountability for ensuring their data is appropriately pro  tected,
including any system or service decommissioning or termination

2.3.17. The GCIO has developed a risk and assurance framework for cloud computing, which
agencies are required to follow when they are considering using cloud services.
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References
Reference/Title Publisher Source

CAB Min (12_ 29/8A Managing Cabinet Office https://www.ict.govt.nz/assets/Uploa

The Government As ds/Documents/CabMinl12 -cloud -

Cloud Computing computing.pdf

CAB Min (13) 20/13 Improving Cabinet Office https://www.ict.govt.nz/assets/Cabine

Government Information and t-Papers/Cab-Minute -Improving -Govt-

Communications Technology ICT-Assurance-June-2013.pdf

Assurance

Cloud Computing z Information DIA https://www.ict.govt.nz/assets/ICT -

Security and Privacy System-Assurance/Cloud -Computing -

Considerations April 2014 Info rmation -Security-and-Privacy-
Considerations -FINAL2.pdf

Government ICT Strategy 2015 DIA https://www.ict.govt.nz/strategy -and-
action -plan/strategy/

Accelerating the Adoption of DIA https://www.ict.govt.nz/assets/Cloud -

Public Cloud Services computing/Accelerating -the -
Adoption -of-Public-Cloud-Services-
Redacted.pdf

Cloud Risk Assessment Tool DIA https://www.ict.govt.nz/assets/Guida

[Excel Spreadsheet] nce-and-Resources/Cloud -ICT-
Assurance/Cloud -Risk-Assessment -
Tool-v1-1-1.xlsx

Risk Assessment Process DIA https://www.ict.govt.nz/assets/ICT -

System-Assurance/Risk-Assessment-
Process-Information -Security.pdf

PSR References

2.3.18. Additional information on third party providers is provided in the PSR.

Reference

Title

Source

PSR Mandatory Requirements

GOV6, GOV8, GOVY, PERSEC],
PERSECS3, and PERSEC6

http://www _.protectivesecurity.govt.nz

PSR content protocols and
requirements sections

Security Requirements of
Outsourced Services and
Functions

New Zealand Government
Information in Outsourced or
Offshore ICT Arrangements

http://www _.protectivesecurity.govt.nz

Support Resources

Non-Disclosure Agreement

http://www _.protectivesecurity.govt.nz
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2.3.19. Risk Assessment

2.3.19.R.01. Rationale
The adoption of cloud technologies will introduce a wide range of technology and
information system risks in addition to the risks that already exist for agency systems.
It is vital that these additional risks are identified and assessed in order to select
appropriate controls and countermeasures. Trust boundaries must be defined to
assist in determining effective controls and where these controls can best be applied.
The geographic location of agency data should be identified as this may include
offshore data centres.

2.3.19.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies intending to adopt cloud technologies or services MUST conduct a
comprehensive risk assessment , in accordance with the guidance provided by the
GCIO before implementation or adoption.

2.3.19.C.02. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure cloud risks for any cloud service adopted are  identified,
understood and f ormally accepted by the Agency Head or Chief Executive and the
agencyAs Accreditation Authority

2.3.20. Security Architecture

2.3.20.R.01. Rationale

The adoption of cloud technologies will introduce a wide range of technology and
information system risks in addition to the risks that already exist for agency systems.
It is vital that these additional risks are identified and assessed in order to select
appropriate controls and countermeasures.

2.3.20.C.01. Control: System Classification(s): All Classifications; Compliance: SHOU LD

Agencies intending to adopt cloud services SHOULD review and enhance existing
security architectures and systems design to prudently manage the changed risk,
technology and security environment in adopting cloud services.

2.3.21. Selection of Services

2.3.21.R.01. Rational e

A number of cloud related service, contracts and other arrangements have been
negotiated on behalf of the New Zealand Government with a number of cloud
service providers. Agencies must consider these services before negotiating
individual contracts or supply contract with cloud service providers.

2.3.21.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST consider the use of any All of Government contracts with cloud
service providers before negotiating individual contracts.
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2.3.22. System Decommissioning and Contract Termination

2.3.22.R.01. Rationale
It is important that agencies understand how and where their data is processed,
managed, stored, backed up and archived wit
environment. This may result in multiple  copies of agency data in several data
centres, possibly also in several countries.

2.3.22.R.02. Rationale
When an agency system or service is decommi
contract terminated, it is important that agencies ensure data is returned to the
agency and no copies are retained by the service provider.

2.3.22.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agency system architectures and supply arrangements and contracts SHOULD
include provision for the safe return of agency data  in the even t of system or service
termination or contract termination.

Page | 34 VERSION 27 | DECEMBER 2017



INFORMATION SECURITY GOVERNANGEROLES AND RESPONSIBILITIES

3. Information security governance -roles
and responsibilities

3.1. The Agency Head

Objective

3.1.1. The agency head endorses and is accountable for information security within their
agency.

Context

Scope

3.1.2.  This section covers the role of an agency head with respectto  information security.

Chief executive officer  /or other title

3.1.3. In some agencies and bodies, the person responsible for the agency or body may
also be referred to as the CEO , Director -General, Director or similar title specific to
that agency. In such cases the policy for the agency head is equally applicable

Devolvi ng authority

314, When the agency headAs authority in this area
committee or panel, the requirements of this section relate to the chair or head of
that body.

3.1.5. The Agency Head is also the Accreditation Authority for that agency. See also
Section 4.4 z Accreditation Framework.

3.1.6. Smaller agencies may not be able to satisfy all segregation of duty requirements
because of scalability and small personnel numbers. In such cases, potential
conflicts of interest should be clearly identified , declared and actively managed for
the protection of the individual and of the agency.

3.1.7. Refer also to Compliance By Smaller Agencie#n 1.2.8 for information on joint
approaches and resource pooling.
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Rationale & Controls

3.1.8. Delegation of authority

3.1.8.R.01. Rationale

When an agency head chooses to delegate their authority as t he AgencyAs
Accreditation Authority they should do so with careful consideration of all the

associated risks, as they remain responsible for the decisions made by their

delegate.

3.1.8.R.02. Rationale

The CISO is the most appropriate choice for delegated authority as they
should be a senior executive and hold specialised knowledge in  information
security and security risk management.

3.1.8.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

Where the agency head devolves their authority the delegate MUST be at
least a member of the Senior Executive Team or an equi valent management
position.

3.1.8.C.02. Control : System Classification(s): All Classifications; Compliance: SHOULD

When the agency head devolv es their authority the delegate SHOULD be the
CISO.

3.1.8.C.03. Control : System Classification(s): All Classifications; Compliance: SHOULD

Where the head of a smaller agenc vy is not able to satisfy all segregation of
duty requirements because of scalability and small  personnel numbers, all,
potential conflicts of interest SHOULD be clearly identified, declared and
actively managed .

3.1.9.  Support for information security

3.1.9.R.01. Rationale

Without the full support of the agency head , security personnel are less likely
to have access to sufficient resources and authority to successfully implement
information security within their agency .

3.1.9.R.02. Rationale

If an incident, breach or disclosure of classified information occurs in
preventable ci rcumstances, the relevant agency head will ultimately be held
accountable .

3.1.9.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

The agency head MUST provide support for the development,
implementation and ongoing maintenance of  informat ion security processes
within their agency.
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3.2. The Chief Information Security Officer

Objective

3.2.1. The Chief Information Security Officer (CISO)sets the strategic direction for
information security within their agency.

Context

Scope

3.2.2.  This section covers the role of a CISO with respect to information security within an
agency.

Appointing a CISO

3.2.3.  The requirement to appoint a member of the Senior Executive ~ Team or an
equivalent management position, to the role of CISO does not require ane  w
dedicated position be created in each agency

3.2.4. The introduction of the CISO role and associated responsibilities is aimed at
providing a more meaningful title for a subset
responsibilities that relate to  information security within their agency.

3.2.5. The CISO should bring accountability and credibility to information security
management and appointees should be suitably qualified and experienced.

3.2.6.  Where multiple roles are held by the CISO, for example CIO, or manager of a
business unit, conflicts of interest may occur where operational imperatives conflict
with security requirements. Good practice separates these roles. Where multiple
roles are held by an individual, potential conflicts of interest should be clearly
identified and a mechanism implemented to allow independent decision making in
areas where conflict may occur.

PSR references

Reference Title Source

PSR Mandatory Requirements GOV5, GOV6,INFOSEC2 and http://www.protectivesecurity.govt.nz
INFOSEC4

PSR content protocols and Security Awareness Training http://www.protectivesecurity.govt.nz

requirements sections Compliance Reporting
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3.2.7. Requirement for a CISO

3.2.7.R.01.

3.2.7.R.02.

3.2.7.R.03.

3.2.7.R.04.

3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.08.

3.2.7.C.04.

Rationale

The role of the CISO is based on industry and governance good practice and
has been introduced to ensure that information security is managed at the
senior executive level within agencies . Without a CISO there is a risk that an

agency may not be resourced to effectively manage

Rationale
The CISO within an agency is responsible predomin

information security.

ately for facilit  ating

communications between security personnel, ICT personnel and business
personnel to ensure alignment of business and security objectives within the

agency.

Rationale

The CISO is also responsible for providing strategic

level guidance for the

agency security program and ensuring compliance with national policy,

standards, regulations and legislation.

Rationale
Some agencies may outsource the CISO function. |

n such cases conflicts of

interest, availability and response times should be identified and car  efully
managed so the agency is not disadvantaged. Conflicts of interest may also

be apparent where the outsourced CISO deals with

other vendors.

Control : System Classification(s): All Classifications; Compliance: MUST

The CISOMUST be:

1 clearedforaccesst o al | classified information pro
systems, and
T able to be briefed into any compartmented

systems.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD appoint a person to the role of CISO or have the role

undertaken by an existing person within the agency.

Control : System Classification(s): All Classifications; Compliance: SHOULD
The CISO role SHOULD be undertaken by a member of the Senior Executive

Team or an equivalen t management position.

Control : System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for overseeing the management of security

personnel within the agency.
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3.2.7.C.05. Control : System Classification(s): All Classifications; Compliance: SHOULD

Where the role of the CISO is outsourced, potential conflicts of interest in
availability, response times or working with vendors SHOULD be identified
and carefully managed.

3.2.8. Responsibilities z Reporting

3.2.8.R.01. Rationale

As the CISOis responsible for the overall management of information
security within an agency it is important that they report directly to the
agency head on any information security issues.

3.2.8.C.01. Control : System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD report directly to the agency head on matters of
information security within the agency.

3.2.9. Responsibilities z Security programs

3.2.9.R.01. Rationale

Without a comprehensive strategic level information security and security risk
management program an agency will lack high -level direction on information
security issues and may expose the agency to unnecessary risk.

3.2.9.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD develop and maintain a comprehensive strategic level
information security and security risk management program within the
agency aimed at pr odffeia and clgssiftechirdornaatipe.n c y A's

3.2.9.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for the development of an information
security communications plan.

3.2.9.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD create and facilitate the agency security risk management
process.
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3.2.10. Responsibilities z Ensuring com pliance

3.2.10.R.01. Rationale
Without having a person responsible for ensuring compliance with the
information security policies and standards within the agency, security
measures of the agency are unlikely to meet minimum government
requirements and may expose the ag ency to unnecessary risk.

3.2.10.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for ensuring compliance with the
information security policies and standards within the agency.

3.2.10.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for ensuring agency compliance with the
NZISM through facilitating a continuous program of  certification and
accreditation based on security risk management.

3.2.10.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for the implementation of  information
security measurement metrics and key performance indicators within the
agency.

3.2.11. Responsibilities z Coordinating security

3.2.11.R.01. Rationale

One of the core roles of the CISO is to ensure appropriate communication
between business and information security teams within their agency. This
includes interpreting information security concepts and language into
business concepts and language as well as ensuring that business teams
consult with information security teams to determine appropriate security
measures when planning new business projects for the agency.

3.2.11.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD facilitate information security and business alignment and
communication through a n information security steering committee or
advisory board which meets formally and on a regular basis, and comprises
key business and ICT executives.

3.2.11.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be responsible for coordinating information security and
security risk management projects between business and  information
security teams.

3.2.11.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD work with business teams to facilitate security risk analysis
and security risk management processes, including the identification of
acceptable levels of risk consistently across the agency.
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3.2.12. Responsibilities z Working with ICT projects

3.2.12.R.01.

3.2.12.R.02.

3.2.12.C.01.

3.2.12.C.02.

Rationale

As the CISO isresponsible for the development of the strategic level
information security program within an agency they are best placed to advise
ICT projects on the strategic direction of information security within the
agency.

Rationale

As the CISO isresponsible for the overall management of inform  ation
security within an agency, they are best placed to recommend to the
accreditation authority the acceptance of residual  security risks associated
with the operation of agency systems.

Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD provide strategic level guidance for agency ICT projects
and operations.

Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD liaise with agency architecture teams to ensure alignment
between security and agency architectures.

3.2.13. Responsibilities z Working with vendors

3.2.13.R.01.

3.2.13.C.01.

Rationale

Having the CISO coordinate the use of ext ernal information security
resources will ensure that a consistent approach is being applied across the
agency.

Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD coordinate the use of external information  security
resources to the agency including contracting and managing the resources.

3.2.14. Responsibilities z Budgeting

3.2.14.R.01. Rationale
Controlling the information security budget will ensure that the CISO has
sufficient access to funding to support information security projects and
initiatives .

3.2.14.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
The CISOSHOULD be responsible for controlling the  information security
budget.
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3.2.15. Responsibilities z Information security incidents

3.2.15.R.01. Rationale

To ensure that the CISO is able to accurately report to the agency head on
information security issues within their agency it is important that they
remain fully aware of all information security incidents within their agency.

3.2.15.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD be fully aware of all information security incidents within
the agency.

3.2.16. Responsibilities z Disaster recovery

3.2.16.R.01. Rationale
Restoring business -critical services to an operational state after a disaster is
an important function of business continuity. As such it will need high level
support from the CISO.

3.2.16.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISOSHOULD coordinate the development of disaster recovery policies
and standards within the agency to ensure that business  -critical services are
supported appropriately and that information security is maintained  in the
event of a disaster.

3.2.17. Responsibilities z Training

3.2.17.R.01. Rationale
To ensure personnel within an agency are actively contributing to the
information security posture of the agency, an information security
awareness and training program will need to be developed. As the CISO is
respons ible for information security within the agency they will need to
oversee the development and operation of the program.

3.2.17.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
The CISOSHOULD be responsible for overseeing the development and
operation of information security awareness and training programs within
the agency.
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3.2.18. Responsibilities z Providing security knowledge

3.2.18.R.01.

3.2.18.C.01.

Rationale

The CISO is not expected to be a technical expert on informatio  n security
matters; however, knowledge of national and international standards and
good practice will assist in communicating with technical experts within their
agency on information security matters.

Control: System Classification(s): All Classifications; Compliance: SHOULD

The CISO SHOULD provide authoritative security advice and  have familiarity
with a range of national and international standards and good practice.
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3.3. Information Technology Security Managers

Objective

3.3.1. Information Technolog y Security Managers (ITSM) provide information security
leadership and management within their agency.

Context

Scope

3.3.2.  This section covers the role of an ITSM with respect to  information security within
an agency.

Information technology security managers

3.3.3.  ITSMs are executives within an agency that act as a conduit between the strategic
directions provided by the CISO and the technical efforts of  systems administrators.
The main area of responsibility of an ITSM is that of the administrative and process
contro Is relating to information security within the agency.
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Rationale & Controls
3.3.4. Requirement for ITSMs

3.3.4.R.01. Rationale

When agencies outsource their ICT services, ITSMs should be independent of
any company providing ICT services . This will prevent any conflict of interest
for an ITSM in conducting their duties.

3.3.4.R.02. Rationale

Ensure that the agency has a point of presence at sites to assist  with
monitoring information  security for systems and responding to any
information security incidents.

3.3.4.C.01. Control: System Classification(s): All Classifications; Compliance: MUST
Agencies MUST appoint at least one ITSM within their agency.

3.3.4.C.02. Control:  System Classification(s): All Classifications; Compliance: MUST
ITSMs MUST be:

1 cleared for access to all classified information proc  essed by the
agencyAs amdy st ems ;

1 able to be briefed into any compartment e
systems.

3.3.4.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

Where an agency is spread across a number of geographical sites, it is
recom mended that the agency SHOULD appoint a local ITSM at each major
site.

3.3.4.C.04. Control: System Classification(s): All Classifications; Compliance: SHOULD

The ITSM role SHOULD be undertaken by personnel with an appropriate level
of authority and training based on t he size of the agency or their area of
responsibility within the agency.

3.3.4.C.05. Control: System Classification(s): All Classifications; Compliance: SHOULD NOT

ITSMs SHOULD NOT have additional responsibilities beyond those needed to
fulfil the role as outlined wit  hin this manual.
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3.3.5. Responsibilities z Security programs

3.3.5.R.01. Rationale

As ITSMs undertake operational management of information security within
an agency they can provide valuable input to the development of the
information security program by the CISO.

3.3.5.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD work with the CISO to develop a n information security
program within the agency.

3.3.5.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD undertake and manage projects to address identified security
risks.

3.3.6. Responsibilites z Working with ICT projects

3.3.6.R.01. Rationale

As ITSMs have knowledge of all aspects of information security they are best
placed to work with ICT projects within the agency to  identify and incorporate
appropriate information security measures.

3.3.6.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

ITSMsMUST be responsible for assisting system owners to obtain and
maintain the accreditation of their systems.

3.3.6.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD identify systems that require security measures and assisti n
the selection of appropriate information  security measures for such systems.

3.3.6.C.03. Control: System Classification( s): All Classifications; Compliance: SHOULD

ITSMs SHOULD consult with ICT project personnel to ensure that  information
security is included in the evaluation, selection, installation , configuration and
operation of IT equipment and software.

3.3.6.C.04. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD work with agency enterprise architecture teams to ensure

that security risk assessments are incorporated into system architectures and
to identify, evaluate and select information security solutions to meet the

a g e n cecukity objectives.

3.3.6.C.05. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD work with system owners , systems certifiers and systems
accreditors to determine appropriate information security policies for their
systems and ensure consistency with the PSR and in particular the relevant
NZISM components .
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3.3.6.C.06.

3.3.6.C.07.

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD be included i n t Imentandeangey As
control processes to ensure that risks are properly identified and controls are
properly applied to manage those risks.

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD notify the Accreditation Authority o  f any significant change
that may affect the accreditation of that system.

3.3.7. Responsibilites z Working with vendors

3.3.7.R.01.

3.3.7.C.01.

Rationale

The CISOwill coordinate the use of external information  security resources to
the agency, whilst ITSMs will be responsible for establishing contracts and
service-level agreements on behalf of the CISO.

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD liaise with vendors and agency purchasing and legal areas to
establish mutually acceptable information security contracts and service -level
agreements.

3.3.8. Responsibilities z Implementing security

3.3.8.R.01.

3.3.8.C.01.

3.3.8.C.02.

3.3.8.C.08.

3.3.8.C.04.

Rationale

The CISO will set the strategic direction for information security within the
agency, whereas ITSMs are responsible for managing the implementation of
information security measures within the agency.

Control: System Classification(s): All Classifications; Compliance: MUST

ITSMs MUST be responsible for ensuring the development, maintenance,
updating and implementation of  Security Risk Management Plans ( SRMPS9,
Systems Security Plans (SecPlan) and any Standard Operating Procedures
(SOP9 for all agency systems .

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD conduct security risk assessments on the implementation of
new or up dated IT equipment or software i n the existing environment and
develop treatment strategies if necessary.

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD select and coordinate the implementation of controls to
support and enforce information security policies.

Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD provide leadership and direction for the integration of
information security strategies and architecture with agency business and ICT
strategies and architecture.
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3.3.8.C.05. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD provide technical and managerial expertise for the
administration of information security management tools.

3.3.9. Responsibilities z Budgeting

3.3.9.R.01. Rationale

As ITSMs are responsible for the operational management of information
security projects and functions withi  n their agency , they will be aware of their
funding requirements and can assist the CISO to  develop information security
budget projections and resource allocations

3.3.9.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD work with the CISO to develop information security budget
projections and resource allocations based on short  -term and long -term
goals and objectives.

3.3.10. Responsibilities z Reporting

3.3.10.R.01. Rationale

To ensure the CISO remains aware of all information security issues within
their agency, and can brief their agency head when necessary, ITSMs will
need to provide regular reports on policy developments, proposed system
changes and enhancements, informatio n security incidents and other areas
of particular concern to the CISO .

3.3.10.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD coordinate, measure and report on technical aspects of
information security management.

3.3.10.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD monitor and report on compliance with  information security
policies, as well as the enforcement of information security policies within the
agency.

3.3.10.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD provide regular reports on information security incidents and
other areas of particular concern to the CISO.

3.3.10.C.04. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD assess and report on threats, vulnerabilities, and residual
security risks and recommend remedial actions.
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3.3.11. Responsibilities z Auditing

3.3.11.R.01. Rationale

As system owners may not understand the results of audits against their

systems ITSMs will need to assist them in understanding and responding to
reported audit failures. U TSMAs shoul d also refer to
Assurance Reports.

3.3.11.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD assist system owners and security person nel in
understanding and responding to audit failures reported by auditors.

3.3.12. Responsibilities z Disaster recovery

3.3.12.R.01. Rationale

Whilst the CISOwill coordinate the development of disaster recovery policies
and standards within the agency , ITSMs will need to gui de the selection of
appropriate strategies to achieve the direction set by the CISO.

3.3.12.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD assist and guide the disaster recovery planning team in the
selection of recovery strategies and the development, testing and
maintenance of disaster recovery plans.

3.3.13. Responsibilities z Training

3.3.13.R.01. Rationale

The CISOwill oversee the development and operation of information security
awareness and training programs within the agency . ITSMs will arrange
delivery of that training to personnel within the agency.

3.3.13.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD provide or arr ange for the provision of information  security
awareness and training for all agency personnel.

3.3.13.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD develop technical information materi  als and workshops on
information security trends, threats, good practices and control mechanisms
as appropriate.
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3.3.14. Responsibilities z Providing security knowledge

3.3.14.R.01. Rationale

ITSMs will often have a strong knowledge of information security topics and
can provide advice for the information security steering committee, change
management committee and other agency and inter  -agency committees .

3.3.14.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD maintain a current and up -to-date security knowledge base
compri sing of a technical reference library, security advisories and alerts,
information on information security trends and practices, and relevant laws,
regulations , standards and guidelines .

3.3.14.C.02. Control: System Classification(s): All Classifications; Compliance: S HOULD
ITSMs SHOULD provide expert guidance on security matters for ICT projects.

3.3.14.C.03. Control: System Classification(s): All Classifications; Compliance: SHOULD

ITSMs SHOULD provide technical advice for the information security steering
committee, change manage ment committee and other agency and inter -
agency committees as required.

3.3.15. Responsibilities

3.3.15.R.01. Rationale

ITSMs are generally considered the information  security experts within an
agency and as such their contribut ion to improving the information  security
of systems, providing input to agency ICT projects, assisting other security
personnel within the age ncy, contributing to information  security training and
responding to information security incidents is a core aspect of their work.

3.3.15.R.02. Rationale

An ITSM is likely to have the most up to date and accurate understanding of
the threat environment relating to systems . As such, it is essential that this
information is passed to system owners to ensure that it is considered during
accreditation activities.

3.3.15.C.01. Contral : System Classification(s): All Classifications; Compliance: SHOULD

The ITSM SHOULD keep the CISO and system owners informed with up -to-
date information on current threats.
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3.4. System Owners

Objective

3.4.1. System owners obtain and maintain accreditation of their systems , including any
directly related services such as cloud .

Context

Scope

3.4.2.  This section covers the role that system owners under take with respect to
information security.

Assertions in Certification and Accreditation

3.4.3. Originating in financial auditing, assertio ns are now widely used as the basis for
assurance processes covering a wide range of business activities and the related
technology.

3.4.4. Assertions are formal statements by management  or system owners . They are
claims on the completeness, accuracy and validit y of events, presentations,
disclosure, transactions and related assurance, risk and governance aspects of
certification and accreditation.

3.4.5. ltis the responsibility of the management (or system owner) to prepare and validate
assertions relating to the gove rnance, assurance and security of information
systems, in accordance with national policy and related standards.

3.4.6. When such assertions are made it means management (or system owners) have
presented and disclosed information appropriately giving a true, fair and balanced
view of the activities. In preparing assertions, implicit and explicit claims are made
on the validity and completeness of the assertions.

3.4.7. Assertions are typically characterised as follows:

Transactions and events

1 Occurrence ? the activiti es recorded have actually taken place .
Completeness ? all aspects are properly recorded

Accuracy ? the assets and activities are accurately allocated and recorded

Cutoff ? the activities have been recorded in the correct time period

= =2 =-a -2

Classifications ? are accurate and appropriate
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Position on project completion

1 Existence ? assets, liabilities and equity balances exist .

| Rights and Obligations ? the entity legally controls rights to its assets and its
liabilities and accurately records obligations

1 Completeness ? all aspects are properly recorded

1 Valuation and Allocation ? costs and assets appropriately valued and
allocated .

Presentation and disclosure

1 Occurrence ? the events and implementations have actually occurred

Rights and Obligations ? contracts, licences, support and supply agreements
Completeness ? all disclosures have been included in the statements

Classification ? statements are clear and appropriately presented

= =4 =a -4

Accuracy and Valuation ? information is disclosed at the appropriate
amounts .

Page | 52 VERSION 27 | DECEMBER 2017



INFORMATION SECURITY GOVERNANGEROLES AND RESPONSIBILITIES

Rationale & Controls

3.4.8. Requirement for system owners

3.4.8.R.01.

3.4.8.R.02.

3.4.8.R.03.

3.4.8.C.01.

3.4.8.C.02.

Rationale

The system owner is responsible for the overall operation of the system
including any directly related support or outsourced service such as cloud.
They may delegate the day -to-day management and operation of the system
to a system manager or managers.

Rationale

All systems should have a system owner in order to ensure IT governance
processes are followed and that business requirements are met.

Rationale

It is strongly recommended that a system owner be a member of the Senior
Executive Team or in an equivalent management position, however this does
not imply that the system manager(s) should also be at such a level.

Control: System Classification(s): All Classifications; Compliance: MUST

Each system MUST have a system owner who is responsible for the operation
and maintenance of the system.

Control: System Classification(s): All Classifications; Compliance: SHOULD

System owners SHOULD be a member of the Se nior Executive Team or an
equivalent management position , for large or critical agency systems .

3.4.9. Accreditation responsibilities

3.4.9.R.01.

3.4.9.C.01.

Rationale

The system owner is responsible for the operation of their system and as
such they need to ensure that systems areaccr edi t ed t o meet the ag
operational requirements . If modifications are undertaken to a system the
system owner will need to ensure that the changes are undertaken in an
appropriate manner, documented adequately and that any necessary
reaccreditation a ctivities are completed.

Control: System Classification(s): All Classifications; Compliance: MUST
System owners MUST obtain and maintain accreditation of their system(s).
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3.4.10. Documentation responsibilities

3.4.10.R.01. Rationale

While the system owner is responsible for ensuring the development,

maintenance and implementation of  Systems Information Security

documentation, in particular the  Security Risk Management Plans (S RMPs),

System Security Plans (SecPlans) and Standard Operating Procedures ( SOPS9),

their exposure to information security issues can be too narrowly focused

and restricted to the systems with which they are familiar . Involving security

personnel in the process ensures that a holistic approach to  information

security can be mapped teostaridingof securitytrigksn owner A
for their specific system. Information Security documentation is detailed in

Chapter 5. Refer also to Chapter 4 z System Certification & Accreditation.

3.4.10.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

System owners MUST ensure the development, maintenance and
implementation of complete, accurate and up to date Information Security
documentation for systems under their ownership.  Such actions MUST be
documented.

3.4.10.C.02. Control: System Classification(s): All Classifications; Compliance: MUST

System Owners MUST involve the ITSM in the redevelopmen t and updates of
the Information Security documentation
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3.5. System Users

Objective

3.5.1.  System users comply with information security policies and procedures within their
agency.

Context

Scope

3.5.2.  This section covers the role that system users under take with respect to
information security.

Types of system users

3.5.3.  This section covers responsibilities for all system users i.e . users with general
access (general users), and users wit h privileged access (privileged users).
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Rationale & Controls

3.5.4. Responsibilities of system users

3.5.4.R.01. Rationale

If agencies fail to develop and maintain a security culture where system users
are complying with relevant security policies and procedures for the systems
they are using , there is an increased security risk of a system user unwittingly
assisting with an attack against a system.

3.5.4.R.02. Rationale

Security policies, procedures and mechanisms aim to cover all situations that
may arise within an agency. However there may be legitimate reasons for a
system user to bypass security policies, procedures or mechanisms. If this is
the case, the system user MUST seek formal authorisations from the CISO or
the ITSM (if this authority has been spe cifically delegated to the ITSM) before
any actions are undertaken.

3.5.4.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

All system users MUST comply with the relevant security policies and
procedures for the systems they use.

3.5.4.C.02. Control:  System Classification(s): All Classifications; Compliance: MUST
All system users MUST:

1 protect account authenticators at the same classification of the system
it secures;

1 not share authenticators for accounts without approval  ;
1 be responsible for a Il actions under their accounts; and

1 use their access to only perform authorised tasks and functions.

3.5.4.C.03. Control: System Classification(s): All Classifications; Compliance: MUST

System users that need to bypass security policies, procedures or
mechanisms for any reason MUST seek formal authorisation from the CISO
or the ITSM if this authority has been specifically delegated to the ITSM
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4.

System Certification and  Accreditation

4.1. The Certification and Accreditation Process

Objective

4.1.1.

Executives and Security Practitioners understand the Certification and Accreditation
(C&A) process and its role in information security gov  ernance and assurance.

Context
Scope
4.1.2. This section provides a short, high -level description of the C&A process.

4.1.3.

This section must be read in conjunction with the Roles and Responsibilities described
in Chapter 3. Subsequent sections of this chapter describe elements of the C&A process
in more detail.

The Process

4.1.4.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

Certification and Accreditation is a fundamental governance and assurance process,
designed to provide the Board, Chief Executive and senior executives confidence that
information and its ass ociated technology are well -managed, that risks are properly
identified and mitigated and that governance responsib ilities can demonstrably be met.
It is essential for credible and effective information assurance governance.

C&A has two important stages w here certification must be completed  before
accreditation can take place. It is based on an assessment of risk, the application of
controls described in the NZISM and determination of any residual risk.

Certification and Accreditation are separate and dis  tinct elements, demonstrate
segregation of duties and assist in managing any potential conflicts of interest. These
are important attributes in good governance systems.

The acceptance of residual risk lies with the Chief Executive of each agency, or lead
agency where sector, multi -agency or All-of-Government (AoG) systems are
implemented.

An exception applies where high grade cryptographic equipment (HGCE) is required or
endorsed or compartmented information s processed, stored or communicate d. In this
case the Director -General of the GCSB is the Accreditation Authority.

The complete C&A process has several elements and stages, illustrated in the Block
Diagram at the end of this section .
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Key Participants

4.1.10. There are four groups of participants:

1 System Owners , responsible for the design, development, system documentation and
system maintenance, including any requests for recertification or reaccreditation.

1 The Certification Authority , responsible for the review of information and
documentation provided b y the system owner to ensure the ICT system complies with
minimum standards and the agreed design.

1 The Assessor or Auditor, who will conduct inspections, audits and review as instructed by
the Certification Authority.

1 The Accreditation Authority will consi der the recommendation of the Certification
Authority. If the level of residual risk is acceptable, the Accreditation Authority will  issue
the system accreditation (the formal authority to operate a system ).

Certification

4.1.11. Certification is the assertion th at an ICT system including any related or support services
such as Telecommunications or cloud comply with the minimum standards and controls
described in the NZISM, any relevant legislation and regulation and other relevant
standards. It is based on a co mprehensive evaluation or systems audit. This process is
described in Section 4.2 z Conducting Certifications .

4.1.12. Certification is evidence that due consideration has been paid to risk, security,

functionality, business requirements and is a fundamental part of information systems
governance and assurance.

Certification Authorities

4.1.13.

4.1.14.

4.1.15.

For all agency information systems the certification authority is the CISO unless
otherwise delegated by the Agency Head.

For external organisations or service providers supportin g agencies, the certification
authority is the CISO of the agency.

For multi -national, multi -agency, and AoG systems the certification authority is
determined by a formal agreement between the parties involved. Within NZ this is
usually the lead agency.

Accreditation

4.1.16.

4.1.17.

Accreditation is the formal authority to operate a system, evidence that governance
requirements have been addressed and that the Chief Executive has fulfilled the
requirement to manage risk on behalf of the organisation and stakeholders. Th is
element of the C&A process is described in Section 4.4 7z Accreditation Framework .

Accreditation ensures that either sufficient security measures have been put in place to
protect information that is processed, stored or communicated by the system or that
deficiencies in such measures have been identified, assessed and acknowledged,
including the acceptance of any residual risk.
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Accreditation Authority

4.1.18. For agencies the Accreditation Authority is the agency head or their delegate.

4.1.19. For multi -national , multi -agency systems or AoG systems, the Accreditation Authority is
determined by a formal agreement between the parties involved.

4.1.20. In all cases the Accreditation Authority will be at least a senior executive who has an
appropriate level of understanding of the security risks they are accepting on behalf of
the agency.

4.1.21. Depending on the circumsta nces and practices of an agency, the agency head could
choose to delegate their authority to multiple senior executives who have the authority
to accept security risks for the specific business functions within the agency, for
example the CISO and the system owner.

Conflicts of Interest

4.1.22. A conflict of interest is a situation in which a person has duties or responsibilities to
more than one person , organisation or elements of a process , but is placed in a position
where they cannot do justice to all. This includes, for example, when an individual's
vested interests or concerns are inconsistent with  organisational outcomes , or when an
official has conflicting responsibilities. In the context of the C&A process, a conflict of
interest can occur when an individ ual has multiple roles, such as being both the system
owner and the Accreditation Authority.

4.1.23. A conflict of interest has the potential to undermine impartiality and integrity of a
process and the people involved in a process. It will also undermine the int  egrity of
governance and information assurance derived from the C&A process.

4.1.24. Conflicts of interest are normally managed though segregation of duties, the division of
roles and responsibilities  in order to reduce the ability or opportunity for an individual
to compromise a critical process . Segregation of duties also reduces errors of
interpretation or judgement and better manages risk.

4.1.25. ltis important to note that in the C&A process in the NZI  SM, the Certification Authority,
System Owner and Accreditation Authority are  independent of each other. In smaller
agencies, the Assessor may also be the Certification Authority. Ideally this role will also
be segregated.

Penetration Testing

4.1.26. Penetration tests are an effective method of identifying vulnerabilities that in a system
or network testing existing security measures and testing the implementation of
controls. Penetration testing is also very useful in validating the effectiveness of the
defensive mechanisms. This testing provides an increased level of assurance when
system certification and accreditation is undertaken. It also demonstrates prudent risk
management.

4.1.27. A penetration test usually involves the use of intrusive methods or attacks cond ucted by
trusted individuals, methods similar to those used by intruders or hackers. Care must
be taken not to adversely affect normal operations while these tests are conducted.
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4.1.28. Organisations may conduct their own tests and regular simple tests are effec tive in
mai ntaining the or gani sBedauseof ihesleva & expertiset y post ur
required to effectively conduct more complex testing, comprehensive penetration tests
are often outsourced to specialist organisations.

4.1.29. Penetration tests can range from simple scans of IP addresses in order to identify
devices or systems offering services with known vulnerabilities, to exploiting known
vulnerabilities that exist in an unpatched operating system, applications or other
software. The results of these t ests or attacks are recorded, analysed, documented and
presented to the owner of the system. Any deficiencies should then be addressed.
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References

4.1.30. Additional information relating to systems governance, certification and accreditation

can be found at:

Title Publisher Source

ISO/IEC 27000:2014 Information technology -- ISO http://www.standards.co.nz

Security techniques - Informatl'on security htto:// iso.0r0

management systems  -- Overview and

vocabulary

ISO/IEC 27001:2013 Information technology - ISO http://www.standards.co.nz

Security techniques - Informat.lon security htto://www.iso.ord

management systems  -- Requirements

ISO/IEC 2700?:2013 Information tech_nol ogy - 1SO htto:// standards.co.nz

Security techniques - Code of practice for

information security controls http://www.iso.org

ISO/IEC_27006:2011 Information Technology 7 ISO http://www.is027001security.com/html/2

Security Techniques - Requirements for  bodies 7006.html

prov@mg audit and certification of information http:// s tandards.co.nz

security management systems

ISO/IEC_27007:2011 Information Technology 7 ISO http://www.is027001security.com/html/2

Security Techniques - Guidelines for 7007.html

|nfo_rr_nat|on security management systems htto:// standards.co.nz

auditing WWW

1ISO 19011:2011 Guidelines for Auditing ISO https://www.iso.or _g/standard/50675.html

Management Systems

NIST SP 800-37 Rev. 1, Feb 2010 Guide for NIST http://nvipubs.nist.gov/nistpubs/SpecialP

Applying the Risk Management Framework to ublications/NIST.SP.800-37r1.pdf

Federal Information Systems: A Security Life

Cycle Approach

NIST SP 800-171, June 2015 NIST http://nvipubs.nist.gov/nistpubs/SpecialP

Protecting Controlled Unclassified Information ublications/NIST.SP.800-171.pdf

in Nonfederal Information Systems and

Organizations

Mitre Engineering Guide - Create and Assess MITRE http://www.mitre.org/ _publications/syste

Certification and Accreditation Strategies ms-engineering -guide/se -lifecycle -
building -blocks/test -and -
evaluation/create -and-assess-
certification -and-accreditation -strategies

RAND National Defense  Research Institute - RAND http://www.rand.org /content/dam/rand/

Implications of Aggregated DoD Information Corporation pubs/monographs/2010/RAND_MG951.p

Systems for Information Assurance df

Certification and Accreditation

An Introduction to Certification and SANS Institute https://www.sans.org/reading _ -

Accreditation room/whitepapers/accreditation/introdu
ction -certification -accreditation -1259
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A Certification and Accreditation Plan for
Information Systems Security Programs
(Evaluating the Eff)

SANS Institute

https://www.sans.org/reading -
room/whitepapers/accreditation/certifica
tion -accreditation -plan -information -
systems-security -programs -evaluating -ef-
597

Office of the Auditor -General - Managing
conflicts of interest: Guidance for public
entities

Office of the
Auditor -General

http://www.0aqg.govt.nz/2007/conflicts -
public -entities/docs/oag -conflicts -public -

entities.pdf

Managing Conflict of Interest in the Public OECD http://www.oecd.org/gov/ethics/4899441
Service - OECD GUIDELINES AND COUNTRY 9.pdf

EXPERIENCES

Data Security Standard (DSS) Information PCI Security https://www.pcisecuritystandards.org/do
Supplement, March 2008, PCI Security Standards cuments/information_supplement_11.3.p

Standards Council,

df

SANS Institute InfoSec Reading Room,
Conducting a Penetration Test on an
Organization,

SANS Institute

http://www.sans.org/reading -
room/whitep apers/auditing/conducting -
penetration -test-organization -67

http://www.cpni.gov.uk/Documents/Publi

Commercially Available Penetration Testing CPNI -

Best Practice Guide, 8 May 2006, CPNI, LRLONSLIDUEZOIR030. -
GPG_Penetration_testing.pdf

Beyond Best Practices: Web Application OWASP https://www.google.co.nz/url?sa=t&rct=j&

Security in the Real World, OWASP, June g=&esrc=s&frm=1&source=web&cd=14&

2004, cad=rja&uact=8&ved=0CEgQFjADOA0&uUr
I=https%3A%2F%2Fwww.owasp.org%2Fi
mages%2F1%2F15%2FAppSec2004
Dave_Aitel-
Beyond_Best_Practices.ppt&e i=31JJVaHwJ]
8azmAWF70HWAW&USg=AFQ]CNGPLBOY
pXYcar2L13mZiuylFBjOeQ&bvm=bv.922
91466.d.dGY

International Standard on Assurance International http://www.ifac.org/system/files/dow

Engagements (ISAE) 3402 - Assurance Federation of nloads/b014 -2010-iaasb-handbook -

Reports on Controls at a Service Accountants isae-3402.pdf

Organization (IFAC)
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PSR references

4.1.31. Relevant PSR requirements can be found at:

Reference Title Source
PSR Mandatory GOV3, GOV4, GOV7, INFOSEC1, http://www.protectivesecurity.govt.nz
Requirements INFOSEC2, INFOSEC4, INFOSECS,

PHYSEC1, PHYSEC6 and PHYSEC7
PSR content protocols Developing Agency Protective Security http://www.protectivesecurity.govt.nz
and requirements Policies, Plans and Procedures
sections Business Impact Levels

Reporting Incidents and Conducting
Security Investigations

Compliance Reporting

Physical Security of ICT Equipment,
Systems and Facilities

Agency Cyber Security Responsibilities
for Publicly Accessible Information
Systems.
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4.2. Conducting Certifications

Objective

4.2.1. The security posture of the organisation has been incorporated into its system security
design, controls are correctly implemented, are  performing as intended and that
changes and modifications are reviewed for any security impact or implications

Context

Scope

4.2.2.  This section covers information on the process of undertaking a certification as part of
the accreditation process for a system.

Certification

4.2.3. Certification is the assertion that a given ICT system complies with minimum standards
and the agreed design. It is based on a comprehensive evaluation and may involve:

1 development and review of security documentation;

1 assurance oveexternally provided services such as Telecommunications and
Cloud;

1 a physicainspection

1 atechnical review of the system and environment; and/or

1 technicaltesting.

4.2.4. Certification is a prerequisite for accreditation . The Accreditation Authority for a
specific system MUST NOT accredit that system until all relevant certifications have
been provided.

Certification outcome

4.2.5. The outcome of certification is a certificate to the system owner acknowledging that the
system has been appropriately audited and that  the findings have been found to be of
an acceptable standard.

Certification authorities

4.2.6. For all agency information systems the certification authority is the  CISO unless
otherwise delegated by the Agency Head

4.2.7. For external organisations or service provider s supporting agencies, the certification
authority is the CISOof the agency.

4.2.8. For multi -national , multi -agency, and AoG systems the certification authority is
determined by a formal agreement between the parties involved. Within NZ this is
usually the lea d agency.
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References

4.2.9. Additional information relating to system auditing is contained in:

Reference

ISO/IEC_27006:2011

Title

Information Technology z Security Techniques
- Requirements for bodies providing audit and
certification of information  security
management systems.

Source

http://www.iso27001security.com
[html/27006.html

http://www.standards.co.nz

ISO/IEC_27007:2011

Information Technology z Security Techniques
- Guidelines for information security
management systems auditing.

http://www.is027001security.com
[html/27007.html

http://www. standards.co.nz

1ISO 19011:2011

Guidelines for Auditing Management Systems

https://www.iso.org/standard/50
675.html
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Rationale & Controls
4.2.10. Certification Audit

4.2.10.R.01. hnRationale

The purpose of a Certification A udit is to assess the actual implementation and

effectiveness of controlsforasystem agai nst the agencyAs ri sk
posture, design specifications, agency policies and compliance with  the PSR and in
particular the relevant NZ |ISM components.

4.2.10.R.02. Rationale

The extent and scope of the Certification Audit should consider the feasibility and
cost-effectiveness of the audit against the risks and benefits of the system under
review. Major or high -risk systems will require more detailed and extensive review
than low -risk or minor systems. See also Section 4.3 Conducting Audits.
4.2.10.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

All systems MUST undergo an audit as part of the certification process.

4.2.11. Certification dec ision

4.2.11.R.01. Rationale

To award certification for a system the certification authority will need to be
satisfied that the selected controls are appropriate, are consistent with the PSR
and in particular the relevant NZISM components , have been properly
implemented and are operating effectively.

4.2.11.R.02. Rationale
To cater for the different responsibilities for physical and technical Certification &
Accreditation, separate reports and recommendations may be required.

42.11.R.03. Rationale

Certification acknowledges only that controls were appropriate, properly
implemented and are operating effectively. Certification does NOT imply that the
residual security risk is acceptable or an approval to operate has been granted.

4.2.11.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

The certification authority MUST accept th at the controls are appropriate, effective
and comply with the PSR and in particular the relevant NZISM components , in
order to award certification.
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4.2.12. Residual security risk a ssessment

4.2.12.R.01.

4.2.12.C.01.

Rationale

The purpose of the residual security risk assessment is to assess the  risks,
controls and residual security risk relating to the operation  of a system. In
situations where the system is non -conformant , the system owner may have
taken corrective actions. T he residual risk may not be great enough to preclude a
certification authority recommending  to the Accreditation Authority that
accreditation be awarded but the risk MUST be acknowledged and appropriate
qualifications or limitations documented .

Control: System Classification(s): All Classifications; Compliance: SHOULD

Following the audit, the certification authority =~ SHOULD produce a n assessment
for the Accreditation Authority  outlining the residual security risks relating to the
operation of the system and a recommendation on whether to award
accreditation or not.
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4.3. Conducting Audits

Objective

4.3.1. The effectiveness of information security measures for systems is periodically review ed
and validated.

Context

Scope
4.3.2.  This section covers information on the process of undertaking a certification and

accreditation audit.
Audit objectives, scope and criteria

4.3.3. The aim of an auditis to review and assess:

the risk identification s and assessment;

design and complexity (including the system and security architecture s);
any available assurance reports on support or outsourced services;
controls selection;

actual implementation and effectiveness of controls for a system  ; and
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supporting information  security documentation

4.3.4. Only information that is verifiable should be accepted as audit evidence. Audit evidence
should be recorded.
Audit outcome

4.3.5. The outcome of a n audit is a report of compliance and control effectiveness for the
certification authority outlining areas of non -compliance for a system and any
suggested remediation actions.

4.3.6. Part of this audit is an assessment of whether the control systems adequately identify
and address risk and information security requirements.
Who can assist with an  audi t

4.3.7. A number of other agencies and personnel within agencies are often consulted during
an audit. Agencies or personnel that can be consulted on physical security aspects of
information security may include:

q The NZSIS for Physical Security;

1 GCSB for TOP SERET sites and Sensitive Compartmented Information Facilities
(SCIFs);

1 MFAT for systems located at overseas posts and missions;

i The Chief Security Officer ( CSO) may be consulted on personnel and physical
security aspects of information security;
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i The CISO, TSM or communications security officer may be consulted on COMSEC
aspects of information security; and

i The ITSM and System Owner on aspects of secure system design configuration

and operation.

Independent audits

4.3.8.  An audit may be conducted by agency auditors or an independent security organisation.

Audit Evidence

4.3.9. Audit evidence can be obtained from documentation described in Chapter 5 Z
Information Security Documentation. Other sources may include:

Source

Agency Strategies and
Statements of Intent.

Any additional process documentation referenced in the
documentation described in the NZISM Chapter 5.

Third party service provider
agreements.

Independent risk assessments or security evaluations, such
as penetration tests by an internal team or an external
organization.

The agency risk identification
and assessment process.

Any internal audit reports, assessments and reviews.

Any statements of applicability.

Any relevant incident reports.

Audit evidence reliability

4.3.10. The reliability of audit evidence is influenced by its source, nature and the
circumstances under which the evidence is gathered. In general terms documentary
evidence is more reliable than oral evidence, self -generated evidence less reliable than
evidence gathered elsewhere and externally generated evidence is more reliable than
internally generated evidence as internally generated evidence may be more
susceptible to selective presentation.

4.3.11. Confirmation should be obtained that:

i Risk owners have been identified; and

q Each risk owner has sufficient accountability and authority to manage their

identified risks.
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4.3.12. Audit evidence can be gathered through the following methods in order of preference

Inspection Physical inspections can provide an independent confirmation of the
physical condition of the site or systems, its implementation and its
management.

Analytical Reviews of records and documents will provide evidence of varying degrees

review of reliabili ty depending on their nature and source. A review of the risk

identification and selection of risk treatments is invaluable.

Enquiry Here audit evidence is gathered by interview. Enquiries can be formal or
informal and oral or written. Itis essential that the auditor creates a written
record of any enquiries conducted.

Observation Observation of operations or procedures being performed by others with
the aim of determining the manner of its performance only at that particular
time. This may include ¢ hecks on system configurations, change
management processes or other key elements.

Computations Rarely used for non -financial records but may include, for example, asset
registers and validation of holdings of accountable equipment and software.

Audit evidence sufficiency

4.3.13. The Sufficiency is the measure of the quality (not the quantity) of audit evidence. Itis
important, however, that a balance is struck between the extent of the audit, the nature
of the system under review, agency risk and the cost, e ffort and benefit of the audit.
Sufficient evidence should be obtained to allow the auditor to be able to draw
reasonable conclusions on which to base the audit opinion. For evidence to be deemed
sufficient, the following aspects should be considered:

1 Materiality. Materiality is the threshold where any distorted, missing and incorrect
information is likely to have an impact on the risk and security of a system. Where
it becomes clear that there are material deficiencies in the evidence presented
more substantive tests may be required or the audit suspended until corrective
action has been taken by the agency.

1 Risk assessment: It is almost impossible to validate every risk identification and
selection of risk treatments. For larger systems a more pract ical approach may be
to validate the identification and treatment of major risks and use sampling
techniques for the balance.

i Economy: Before gathering or requesting additional audit evidence, it is important
to consider whether or not it is feasible or co  st-effective to generate this evidence
against the benefits, assessed value and time required.
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References

Title Publisher Source
ISO 19011:2011 - Guidelines for ISO https://www.iso.org
auditing management systems
ISO/IEC 27000:2014 Information ISO http://www.standards.co.nz
technology -- Security techniques  -- http://www.iso.org
Information security management
systems -- Overview and vocabulary
ISO/IEC 27001:2013 Information ISO http://www.iso27001security.com/
technology -- Security techniques  -- html/27006. html
Information security management http://www.standards.co.nz
systems -- Requirements hito://WWAY.iS0.0rd
ISO/IEC 27002:2013 Information ISO http://www.standards.co.nz
technology - Security techniques - http://www.iso.org
Code of practice for information
security controls
ISO/IEC_27006:2011 Information ISO http://www.standards.co.nz
Technology z Security Techniques - http://Wwww.iso.org
Requirements for bodies providing
audit and certification of information
security management systems
ISO/IEC_27007:2011 Information ISO http://www.standards.co.nz

Technology z Security Techniques -
Guidelines for information security
management systems auditing

http://www.iso.org

International Standard On Auditing
(New Zealand) 500 - Audit Evidence

External Reporting
Board, NZ Audit and
Assurance
Standards Board

https://www.xrb.govt.nz/standards

-for -assurance -
practitioners/auditing -
standards/i sa-nz-500/

PSR references

Reference Title

Source

PSR Mandatory
Requirements

GOV5, INFOSEC2 and INFOSEC4

http://www.protectivesecurity.govt.nz

PSR content protocols
and requirements
sections

Compliance Reporting

http://www.protectivesecurity.govt.nz

Page | 72

VERSION 27 | DECEMBER 2017



https://www.iso.org/
http://www.standards.co.nz/
http://www.iso.org/
http://www.iso27001security.com/html/27006.html
http://www.iso27001security.com/html/27006.html
http://www.standards.co.nz/
http://www.iso.org/
http://www.standards.co.nz/
http://www.iso.org/
http://www.standards.co.nz/
http://www.iso.org/
http://www.standards.co.nz/
http://www.iso.org/
https://www.xrb.govt.nz/standards-for-assurance-practitioners/auditing-standards/isa-nz-500/
https://www.xrb.govt.nz/standards-for-assurance-practitioners/auditing-standards/isa-nz-500/
https://www.xrb.govt.nz/standards-for-assurance-practitioners/auditing-standards/isa-nz-500/
https://www.xrb.govt.nz/standards-for-assurance-practitioners/auditing-standards/isa-nz-500/
http://www.protectivesecurity.govt.nz/
http://www.protectivesecurity.govt.nz/

SYSTEM CERTIFICATION AND ACCREDITATION

Rationale & Controls

4.3.14. Independence of auditors

4.3.14.R.01. Rationale

As there can be a perceived conflict of interest in the system owner assessing the
security of their own system itis important that the auditor is demonstrably
independent . This does not preclude an appropriately qualified system owner
from assessing the security of a system that they are not responsible for.

4.3.14.C.01. Control : System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD ensure th at auditors conducting audits are able to demonstrate
independence and are not also the system owner or certification authority.

4.3.15. Audit preparation

4.3.15.R.01. Rationale

Ensuring that the system owner has approved the system architecture and
associated information security documentation will assist auditors in determining
the scope of work for th e first stage of the audit.

4.3.15.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

Prior to undertaking the audit the system owner MUST approve the system
architecture and associated information security documentation.

4.3.16. Audit (first stage)

4.3.16.R.01. Rationale

Auditing a gainst the risk assessment and subsequent controls selection is
preferable to a YchecklistA approach where
for selection and implementation irrespective of applicability.

4.3.16.R.02. Rationale

The purpose of the first stage of the audit is to determine that the system and
security architecture (including information security documentation) is based on
sound information security principles and has addressed all applicable controls
from this manual . During this stage the statement of applicability for the system
will also be assessed along with any justification for non  -compliance with
applicable controls from this manual.

4.3.16.R.03. Rationale

Without implementing the controls for a system their effectiveness can not be
assessed during t he second stage of the audit.
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4.3.16.C.01.

4.3.16.C.02.

4.3.16.C.03.

4.3.16.C.04.

4.3.16.C.05.

Control : System Classification(s): All Classifications; Compliance: MUST

The SecPol, SRMP, &cPlan, SOPs and IRPdocumentation MUST be reviewed by
the auditor to ensure that it is comprehensive and appropriate for the
environment the system is to operate within.

Control : System Classification(s): All Classifications; Compliance: MUST
The Information Security Policy (SecPol) MUST be re viewed by the auditor to
ensure that all relevant controls specified in this manual are addressed.
Control : System Classification(s): All Classifications; Compliance: SHOULD

The system and security architecture (including information security
documentation ) SHOULD be reviewed by the auditor to ensure that it is based on
sound information security principles and meet s information security
requirements , including the NZISM .

Control : System Classification(s): All Classifications; Compliance: SHOULD

The Information Security Policy (SecPol) SHOULD be reviewed by the auditor to
ensure that policies have been developed or identified by the agency to protect
classified information that is processed, stored or communicated by its systems.

Control : System Classification(s): All Classifications; Compliance: SHOULD

The system owner SHOULD provide a statement of applicability for the system
which includes the following topics:

the baseline of this manual used for determining controls  ;
controls that are, and are not , applicable to the system ;
controls that are applicable but are not being complied with; and
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any additional controls implemented as a result of the SRMP.

4.3.17. Implementing controls

4.3.17.R.01.

4.3.17.C.01.

Rationale

System testing is most effective on working systems. Desk checks have limited
effectiveness in these situations .

Control:  System Classification(s): All Classifications; Compliance: MUST

Prior to undertaking any system testing in support of the certification process, the
system owner MUST implement the controls for the syste m.
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4.3.18. Audit (second stage)

4.3.18.R.01.

4.3.18.C.01.

4.3.18.C.02.

4.3.18.C.03.

Rationale

The purpose of t he second stage of the audit is to determine whether the
controls, as approved by the system owner and reviewed during the first stage of
the audit, have been implemented correctly and are operating effectively.
Control : System Classification(s): All Classifications; Compliance: MUST

The implementation of controls MUST be assessed to determine whether they
have been implemented correctly and are operating effectively.

Control : System Classification(s): All Classifications; Compliance: MUST

The auditor MUST ensure that, where applicable, a physical security certification
has been awarded by an appropriate physical security certification authority.
Control : System Classification(s): All Classifications; Compliance: SHOULD

The physical security certification SHOULD be less than three (3) years old at the
time of the audit.

4.3.19. Report of compliance

4.3.19.R.01.

4.3.19.C.01.

Rationale

The report of compliance assists the certification authority in conducting a

residual security risk assessment to assess the residual security risk relating to the
operation of a system following the audit and any remediation activities the

system owner may have undertaken.

Control: System Classification(s): All Classifications; Compliance: MUST

The auditor MUST produce a report of compliance for the certification authority
outlining areas of non -compliance for a system and any suggested remediation
actions.
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4.4. Accreditation Framework

Objective

4.4.1. Accreditation is the formal authority for a syst em to operate , and an important element
in fundamental information system governance . Accreditation requires risk
identification and assessment, selection and implementation of baseline and other
appropriate controls and the recognition and acceptance of residual risks relating to the
operation of a system including any outsourced services such as Telecommunications
or Cloud . Accreditation relies on the completion of system certification procedures.

Context
Scope
4.4.2. This section covers information on the accreditation framework for systems.

4.4.3. Alltypes of government held information are covered , including Official Information and
information subject to privacy requirements.
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Rationale & Controls

4.4.4. Accreditation framework

4.4.4.R.01. Rationale

The development of an accreditation framework within the agency will ensure that
accreditation activities are conducted in a repeatable and consisten t manner
across the agency and that consistency across government systems is maintained
This requirement is a fundamental part  of a robust governance model and
provides a sound process to demonstrate good governance of information
systems.

4.4.4.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST develop an accreditation framework for their agency.

4.45. Accreditation

4.45R.01. Rationale

Accreditation ensures that either sufficient security measures have been put in
place to protect information that is processed, stored or communicated by the
system or that deficiencies in such measures have been identified, assessed a nd
acknowledged by an appropriate authority . As such, when systems are awarded
accreditation the Accreditation Authority accepts that the residual security risks
relating to the system are appropriate for the information that it processes, stores

or commu nicates.

4.45R.02. Rationale

Once systems have been accredited , conducting on-going monitoring activities will
assist in assessing changes to its environment and operation and to determine
the implications for the security risk profile and accreditation status of the system.

4.4.5.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that each of their systems is awarded accreditation.

4.4.5.C.02. Control: System Classification(s): All Classifications; Compliance: MUST
Agencies MUST ensure tha t that all systems are awarded accreditation before they
are used operationally.

4.45.C.03. Control : System Classification(s): All Classifications; Compliance: MUST
Agencies MUST ensure that that all systems are awarded accreditation priort o
connecting them to any o ther internal or external system.

4.45.C.04. Control : System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD ensure information security monitoring , logging and auditing is
conducted on all accredited systems.
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4.4.6. Determining authorities

4.4.6.R.01.

4.4.6.C.01.

Rati onale

Determining the certification and accreditation authorities for multi -national and
multi -agency systems via a formal agreement between the parties will ensure that
the system owner has identified appropriate points of contact and that risk is
appropriately managed . See Section 4.5 z Conducting Accreditation s.

Control : System Classification(s): All Classifications; Compliance: SHOULD

For multi -national and multi -agency systems, the Certification and Accreditation
Authorities  SHOULD be determined by a formal agreement between the parties
involved.

4.4.7. Notifying authorities

4.4.7.R.01.

4.4.7.C.01.

4.4.7.C.02.

Rationale

In advising the certification and accreditation authorities of their intent to seek
certification and accreditation for a system , the system owner can request
information on the latest processes and requirements for their system.

Control : System Classification(s): All Classifications; Compliance: SHOULD

Prior to beginning the accreditation process the system owner SHOULD advise the
certification and accreditat ion authorities of their intent to seek certification and
accreditati on for their system.

Control : System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD confirm governance arrangements with the certification
authorities , and with the accreditation authorities

4.4.8. Due diligence

4.4.8.R.01.

4.4.8.R.02.

Rationale

When an agency is connecting a system to another party they need to be aware of
the security measures the other party has implemented to protect their

information . More importantly, the agency ne eds to know where the other party
may have varied from controls in this manual. This is vital where different
classification systems are applied, such as in the use of multi ple national
classification systems.

Rationale

Methods that an agency may use to e nsure that other agencies and third parties
compl y wit h ibforreaticen gseaurityyexXpsctations include:

q assurance and confirmation that the certification and accreditation process
described in the NZISM is adhered to;

q conducting or utilising any th ird party reviewed assurance reports;

i conducting an accreditation of the system being connect ed to; and/or
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i seeking a copy of existing accreditation deliverables in order to make their
own accreditation de termination .

4.4 .8.R.03. Rationale

Ultimately, the agency MUST accept any security risks associated with connecting

their system to t he Thstincledesthe aisksoy d\tsh sy spamt y A
system potentially being used as a platform to attack their system or Jspilling {

information requiring subsequent clea n up processes.

4.4.8.R.04. Rationale

Special care MUST be taken for multi - national, multi -agency and All-of -
Government systems.

4.4.8.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

Where an agencyAs system exc h-pangsgstem,ithef or mat
agency MUST ensure that the receiving party has appropriate measures in place

to provide a level of protection commensurate with the classification or privacy
requirements of the ir information and that the third party is authorised to receive

that information .

4.4.8.C.02. Control : System Classification(s): All Classifications; Compliance: MUST

Anagency MUSTensure that a third parinfgrmation awar e
security expectations and national security requirements by defining expectations
in documentation that includes, but is not limited to:

1 contract provisions;
i a memorandum of understanding ;
1 non -disclosure agreements .

4.4.8.C.03. Control : System Classification(s): All Classifications; Compl iance: MUST

Anagency MUSTensur e that a third part ynfornmatiomp!| i es
security expectations through a formal process providing assurance to agency
management that the operation of  information security within the third party

meets, and continues to meet , these expectations.

4.4.8.C.04. Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD review accreditation deliverables when determining whether
the receiving party has appropriate measures in place to provide a level of
protection commensurate with the classification of their information.

4.4.9. Processing restrictions

4.49.R.01. Rationale

When security is applied to systems , protective measures are put in place based
on the highest classification that will be processed, stored or communicated by
the system . As such, any classified information placed on the system above the
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level for which it has been accredited will receive  an inappropriate level of
protection and could be exposed to a greater risk of compromise.

4.4.9.C.01. Control : System Classification(s): All Classifications; Compliance: MUST NOT

Agencies MUST NOT allow a system to process, store or communicate classified
information above the classification for which the system has received
accreditation.

4.4.10. Accrediting systems bearinga n endorsement or compartment  marking

4.4.10.R.01. Rationale

When processing endorsed or compartmented information on a system, agencies
need to ensure that the system has received accreditation for the information
Furthermore, when agencies are dealing with New Zealand Eyes Only (NZEO)
information they need to be aware of the requirement for a New Zealand national
to remain in control of the system and information at all times.

4.4.10.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

A system that processes, stores or communicates endorsed or compartmented
information MUST be accredited for such endorsed or compartmented
information by the GCSB.

4.4.11. Requirement for New Zealand control

4411.R.01. Rationale

NZEO systems process, store and communicate information that is particularly
sensitive to the government of New Zealand. Itis, therefore, essential that control
of such systems is maintained by New Zealand citizens working for the
government of New Zealand .

4.4.11.C.01. Control : System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that systems processing, storing or commun icating NZEO
information remain under the control of a New Zealand national working for the
New Zealand government , at all times.

4.4.12. Reaccreditation

4.412.R.01. Rationale

Agencies should reaccredit their systems at least every two years; however, they

can exercise an additional one yearA grace if they follow the procedures in this

manual fornon -c omp | i anc 8HOWLDA hr @qdi r ement, namely <c
comprehensive security risk assessment , obtaining sign -off by senior

management and formal acceptance of residual risk
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4.4.12.R.02. Rationale

Accreditations should be commenced at least six months before due date to allow
sufficient time for the certification and accreditations processes to be completed.
Once three years has elapsed between accreditations , the authority to operate the
system (the accreditation) will lapse and the agency will need to either reaccredit
the system or request a dispensation to operate without accreditation . It should
be noted that operating a sys tem without accreditation is considered extremely
risky. This will be exacerbated when multiple agency or  All-of-Government
systems are involved.

4.4.12.R.03. Rationale

Additional reasons for conducting reaccreditation activities could include:

changes in the agency A mformation security policies or security posture;
detection of new or emerging threats to agency systems ;
the discovery that control s are not oper ating as effectively as planned;

a major information security incident ; and
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a significant change to syste ms, configuration or concept of operation for
the accredited system .

4.4.12.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that the period between accreditations of each of their
systems does not exceed three years.

4.4.12.C.02. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST notify associated agencies where multi ple agencies are connected
to agency systems operating with expired accreditations.

4.4.12.C.03. Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST notify the Government CIO where All-of-Government systems are
connected to agency systems operating with expired accreditations.

4.4.12.C.04. Control: System Classification(s): All Classifications; Compliance: MUST NOT

Agencies MUSTNOT operate a system without accreditation or with a lapsed
accreditation unless the accreditation authority has granted a dispensation.

4.4.12.C.05. Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD ensure that the period b etween accreditations of each of their
systems does not exceed two years.
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4.5. Conducting Accreditations

Objective

45.1. As agovernance good practice, s ystems are accredited before they are used
operationally.

Context

Scope

45.2. This section covers information accreditation processes.

Accreditation aim

45.3. The aim of accreditation is to give formal recognition and acceptance of the residual
security risk to a system and the information it processes, stores or communicates as
part of the agencyAsngovernance arrangeme

Accreditation outcome

45.4. The outcome of accreditation is an approval to operate issued by the Accreditation
Authority to the system owner.

Accreditation  Authorities

45.5. For agencies the Accreditation Authority is the agency head or their  formally authorised
delegate.

4.5.6. For organisations supporting agencies the  Accreditation Authority is the head of the
supported agen cy or their authorised delegate

45.7. For multi -national and multi -agency systems the Accreditation Authority is determined
by a formal agreement betwee n the parties involved.

45.8. For agencies with systems that process, store or communicate  endorsed or
compartmented information , or the use of High Grade Cryptographic Equipment
(HGCE) the Director -General of the GCSB is the Accreditation Authority.

45.9. In all cases the Accreditation Authority will be at least a senior executive who has an
appropriate level of understanding of the security risks they are accepting on behalf of
the agency.

4.5.10. Depending on the circumstances and practices of an agency, the agency head co  uld
choose to delegate their authority to multiple senior executives who have the authority
to accept security risks for the specific business functions within the agency, for
example the CISO and the system owner.

45.11. More information on the delegation oftne 3 Sy O& KSI RQ& I dzlil K2 NA § &
Section 3.} Agency Head.
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Accreditation outcomes

45.12. Accreditation is awarded when the systems comply with the NZISM, the Accreditation
Authority understands and accepts the residual security risk relating to the oper ation of
the system and the Accreditation Authority gives formal approval for the system to
operate .

4.5.13. In some cases the Accreditation Authority may not accept the residual security risk
relating to the operation of the system . This outcome is predominately caused by
security risks being insufficiently considered and documented within the SRMP resulting
in an inaccurate scoping of security measures within the S ecPlan. In such cases the
Accreditation Authority may request that th e SRMP and ScPlan be amended and
security measures reassessed before accreditation is awarded .

4.5.14. In awarding accreditation for a system the  Accreditation Authority may choose to define
a reduced timeframe before reaccreditation , less than that specified in this manual , or
place restrictions on the use of the system which are enforced until reaccreditation or
until changes are made to the system within a specified timeframe.

Exception for undertaking certification

4.5.15. In exceptional circumstances the Accreditatio n Authority may elect not to have a
certification conducted on a system before making an accreditation decision . The test
to be satisfied in such circumstances is that if the system is not operated immediately it
would have a devastating and potentially | ong lasting effect on the operations of the
agency. This exception MUST be formally recorded and accepted.

4.5.16. Certification MUST occur as soon as possible as this is an essential part of the
governance and assurance mechanism.
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Rationale & Controls
4.5.17. Certification

45.17.R.01. Rationale
Certification is an essential component of the governance and assurance process
and assists and supports risk management.

4.5.17.C.01. Control: System Classification(s): All Classifications; Compliance: MUST

All systems MUST be certified as part of the accreditation process.

4.5.18. Accreditation decision

45.18.R.01. Rationale

Un order to deter mi ne t he syatgreaoceeglitAtisn :;secur i ty

1 examines the risks to systems identified in the certification process ;
i reviews the controls applied to manage those risks; and then

1 determines the acceptability of any residual risk.

45.18.R.02. Rationale

The accreditation process should also examine compliance with national policy ,
relevant international standards and good practice so that residual risk is
managed prudently and pragmatically.

45.18.R.03. Rationale

It is especially important that  All-of-Government systems and effects on systems
of other agencies are also considered in the examination of risk and
determination of residual risk.

4.5.18.R.04. Rationale

To assist in making an accreditation d ecision the Accreditation Authority may
choose to review:

1 Information Security Documentation as described in Chapter 5;

1 any interaction with systems of other agencies or  All-of-Government
systems;

1 compliance audit reports ;
1 the accreditation recommendation  from the certification authority ;

1 supporting documentation for  any decisions to be non -compliant with any
controls specified in this manual;

1 any additional security risk reduction strategies  that have been
implemented ; and

1 any third party reviews or assur ance reports available.
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4.5.18.R.05. Rationale
The Accreditation Authority may also choose to seek the assistance of one or
more technical experts in understanding the technical components of information
presented to them during the accreditation process to assistinm  aking an
informed accreditation decision.

4.5.18.C.01. Control: System Classification(s): All Classifications; Compliance: MUST
The Accreditation Authority MUST accept the residual security risk relating to the
operation of a system in order to award accreditation.

4.5.18.C.02. Control: System Classification(s): All Classifications; Compliance: MUST
The Accreditation Authority MUST advise other agencies where the accreditation
decision may affect those agencies.

4.5.18.C.03. Control: System Classification(s): All Classifications; Compliance: MUST

The Accreditation Authority MUST advise the GCIOwhere the accreditation
decision may affect any All-of-Government systems.
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5.

Information  security documentation

5.1. Documentation Fundamentals

Objective

5.1.1. Information security documentation is produced for systems , to support and
demonstrate good governance.

Context

Scope

5.1.2.  This section is an overview of the information  security documentation that ea ch agency
will need to develop . More specific information on each document can be found in
subsequent sections of this chapter.

5.1.3.  While this section describes a number of different but essential documents, it may be
more advantageous and efficient to provid e agency wide documentation for some
elements (for example Physical Security) which can then be re -used for all agency
systems.

5.1.4.  Similarly some consolidation may b e appropriate, for example, SOPs IRPs and EP s can

be easily combined into a single document.

Note : For smaller agencies and smaller systems it is acceptable that all documentation
elements are combined into a single document provided each documentation element
is clearly identifiable.

Note : Agencies may choose to name the d ocumentation in differen tterms. Thisis
acceptable provided the required level of detail is captured. Naming conventions
presented in the NZISM are not mandatory.

Information Security Documentation

5.1.5. Information Security Documentation requirements are summarised in the table belo W.
Title Abbreviation Reference
Information Security Policy SecPol 5.1.6
Systems Architecture - 5.1.7
Security Risk Management Plan SRMP 5.1.8
System Security Plan SecPlan 5.1.9
Site Security Plan SitePlan 8.2.7
Standard Operating Procedures SOPs 5.1.10
Incident Response Plan IRP 5.1.11
Emergency Procedures EP 5.1.12
Independent Assurance reports for - 5.8
externally provided services
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PSR references

Reference

Title

Source

PSR Mandatory
Requirements

GOV3, GOW, GOV/, INFOSEQ,
INFOSEC2 INFOSEC4, INFOSECS,
PHYSEC1, PHYSEC&1d PHYSECY

http://www.protectivesecurity.govt.nz

PSR content protocols
and requirements
sections

Developing Agency Protective Security
Policies, Plans and Procedur es

Business Impact Levels

Reporting Incidents and Conducting
Security Investigations

Compliance Reporting

Physical Security of ICT Equipment,
Systems and Facilities

Agency Cyber Security Responsibilities
for Publicly Accessible Information
Systems.

http://www.protectivesecurity.govt.nz
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Rationale & Controls

5.1.6. Information Security Policy (S ecPol)

5.1.6.R.01.

5.1.6.C.01.

Rationale

The SecPol is an essential part of information security documentation  as it
outlines the high -level policy objectives . The SecPol can form part of the overall
agency security policy.

Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST have a SecPol for their agency . The SecPol is usually sponsored by
the Chief Executive and managed by the CISO or Chief Information Officer (CIO).
The ITSM should be the custodian of the SecPol. The SecPol should include an
acceptable use policy for any agency technology equipment, systems, reso  urces
and data.

5.1.7. Systems Architecture

5.1.7.R.01.

5.1.7.R.02.

5.1.7.C.01.

Rationale

The systems architecture illustrates the design of the system (including any
outsourced services), consistency with the SecPol and provides the basis for the
Security Risk Management Plan (SRMP).

Rationale

In this context Systems Architecture includes Security Architecture.

Control: System Classification(s): All Classifications; Compliance: MUST

All systems MUST have a documented Systems Architecture.

5.1.8. Security Risk Management Plan (SRMP)

5.1.8.R.01.

5.1.8.C.01.

Rationale

The SRMP is considered to be a good practice approach to identifying and
reducing identified security risks . Depending on the documentation framewor  k
chosen, multiple systems can refer to, or build upon, a single SRMP.

Control: System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that every system is covered by a Security Risk
Management Plan, which includes identification of risk owners .
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5.1.9. System Security Plan (S ecPlan)

5.1.9.R.01.

5.1.9.C.01.

Rationale

The SecPlandescribes the implementation and  operation of controls within the
system derived from the NZISM and the SRMP. Depending on the documentation
framework chosen, some details common to multiple systems ¢ an be
consolidated in a higher level SecPlan.

Control: ~ System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that every system is covered by a SecPlan.

5.1.10. Standard Operating Procedures (SOPS)

5.1.10.R.01.

5.1.10.C.01.

Rationale

SOPs provide step -by-step guide s to undertaking information security related
tasks and processes. They provide assurance that tasks can be undertaken in a
secure and repeatable manner, even by system users without strong technical
knowl edge of t he s Dspending/osthemecanteatationc s
framework chosen, some procedures common to multiple systems could be
consolidated into a higher level SOP.

Control:  System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that Standard Operating Procedures ( SOPg are developed
for systems.

5.1.11. Incident Response Plan (IRP)

5.1.11.R.01.

5.1.11.C.01.

5.1.11.C.02.

Rationale

The purpose of developing an IRP is to ensure that information security incident s
are appropriately managed. In most situations the aim of the response will be to
contain the incident and prevent the information security incident from escalating
The preservation of any evidence relating to the information security incident for
criminal, forensic and process improvement purposes is also an important
consideration.

Control:  System Classification(s): All Classifications; Compliance: MUST

Agencies MUST develop an Incident Response Plan and supporting procedures.

Control:  System Classification(s): All Classifications; Compliance: MUST

Agency personnel MUST be trained in and periodically exercise the Incident
Response Plan.
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5.1.12. Emergency Procedures (EP)

5.1.12.R.01. Rationale

Classified information and systems are secured if a building emergency or
evacuation is required.

5.1.12.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agencies SHOULD document procedures relating to securing classified
info rmation and systems when required to evacuate a facility in the event of an
emergency .

5.1.13. Developing content

5.1.13.R.01. Rationale

Ensuring personnel developing information security documentation  are
sufficiently knowledgeable of information security issues and busines s
requirements will assist in achieving the most useful and accurate set of

documentation.

5.1.13.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agencies SHOULD ensure that information security documentation is developed

by personnel with a good understanding of  policy requirements, the subject
matter , essential processes and t he agen aydderatibnss.i nes s

5.1.14. Documentation content

5.1.14.R.01. Rationale

As the SRMP, Systems Architecture, SecPlan, SOPs and IRP are developed as a
documentation suite for a system it is essential that they are logically connected

and consistent within themselves and with other agency systems. Furthermore,
each documentation suite developed for a system will need to be consistent with
the agencyAs overarching SecPol

5.1.14.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agencies SHOULD ensure that their SRMP, Systems Architecture, SecPlan, SOPs
and IRP are logically connected and consistent for each system, other agency
systemsand with thecPobhgencyAs S
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5.1.15. Documentation framework

5.1.15.R.01. Rationale

The implementation of an overarching information security document framework
ensures that all documentation is accounted for , complete and maintained
approp riately . Furthermore, it can be used to describe linkages between
documents, especially when higher level documents are used to avoid repetition
of information in lower level documents.

5.1.15.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD create and maintain an overarching document describing the
agencyAs documentation framewor k,infarmagoh udi ng
security documentation that shows a document hierarchy and defines how each
document is rela ted to the other.

5.1.15.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD

Where an agency lacks an existing, well -defined documentation framework, they
SHOULD use the document names defined in this manual.

5.1.16. Documentation Consistency

5.1.16.R.01. Ratio nale
Consistency in approach, terminology and documentation simplifies the use and
interpretation of documentation for different systems and agencies.

5.1.16.R.02. Rationale

Factors which should be taken into account when determining the classification of
systems documentation include:

1 Highest classification of information stored, processed or communicated
over that system;

1 Sensitivity including existence of the facility;

1 Inclusion of vulnerability information, security mechanisms or special
processing capability i n the systems documentation;

1 Potential data aggregation;
i Risk and threat levels; and

1 Scope and use of the system.

5.1.16.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

Where an agency uses alternative documentation names to those defin ~ ed within
this manual for their information security documentation they SHOULD convert
the documentation names to those used in this manual.
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5.1.17. Documentation Classification

5.1.17.R.01.

5.1.17.C.01.

Rationale

Systems documentation will usually reflect the importance or sensitivity of
particular systems.

Control:  System Classification(s): All Classifications; Compliance: MUST

Agencies MUST ensure that their SecPol, SRMP,SecPlan, SOPs and IRP are
appropriately classified.

5.1.18. Outsourcing development of content

5.1.18.R.01.

5.1.18.C.01.

Rationale

Agencies outsourcing the development of information security documentation
need to be aware of the contents of the documentation produced . As such, they
will still need to review and control the documentation contents to make sure it is

appropriate and meets their requirements.
Control: System Classification(s): All Classifications; Compliance: SHOULD

When information security documentation development is outsourced, agencies
SHOULD:

1 review the documents for suitability ;
1 retain control over the content; and
1 ensure that all policy requirements are met.

5.1.19. Obtaining formal sign  -off

5.1.19.R.01.

5.1.19.C.01.

5.1.19.C.02.

Rationale

Without appropriate sign -off of information security documentation  within an
agency, the security pe rsonnel will have a reduced ability to ensure appropriate
security procedures are selected and implemented. Having sign-off at an
appropriate level assists in reducing this security risk as well as ensuring that
senior management is aware of information security issues and security risks to
the agencyAs business.

Control: System Classification(s): All Classifications; Compliance: SHOULD

All information security documentation SHOULD be formally approved and signed
off by a person with an appropriate level o  f seniority and authority.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD ensure that:

1 all high -level information security documentation is approved by the  CISO
and the agency head or their delegate; and

1 all system-specific documents are reviewed by the ITSMand approved by
the system owner.
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5.1.20. Documentation Maintenance

5.1.20.R.01. Rationale

The threat environment and agelhaoagensyfaildbusi ne
to keep their information security documentation  up to date to reflect the

changing environment, they do not have a means of ascertaining that their

security measures and processes continue to be effective

5.1.20.R.02. Rationale

Changes to risk and technology may dictate a reprioritisation of resources in order
to max imise the effectiveness of security measures and processes.

5.1.20.C.01. Contr ol: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD develop a regular sched ule for reviewing all information
security documentation.

5.1.20.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD
Agencies SHOULD ensure that information security documentation is reviewed:
1 at least annually ; or

1 in response to significant changes in the environment, business or system;
and

1 with the date of the most recent review being recorded on each document.
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5.2. Information  Security Policies

Objective

5.2.1. Information security policies (SecPol)set the str ategic direction for information  security.

Context

Scope

5.2.2.  This section relates to the development of Information Security P olicies and any
supporting p lans. Information relating to other mandatory documen tation can be
found in Section 5 .1 - Documentation Fundamentals.
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Rationale & Controls

5.2.3.  The Information Security Policy (SecPol)

5.2.3.R.01. Rationale
To provide co nsistency in approach and documentation, a gencies should consider
the following when developing their S ecPol:
1 policy objectives ;
1 how the policy objectives will be achieved ;
1 the guidelines and legal framework under which the policy will operate ;
1 stakeholder s;
1 education and training;
1 what resourcing will be available to support the implementation of the
policy;
1 what performance measures will be established to ensure that the policy i S
being implemented effectively; and
1 a review cycle.
5.2.3.R.02. Rationale
In developing the contents of the S ecPol, agencies may also consult any agency -
specific directives that are applicable to information security within their agency.
5.2.3.R.03. Rationale
Agencies should also avoid outlining controls for systems within their S ecPol. The
controls fo r a system will be determined by this manual and based on the scope
of the system, along with any additional controls as determined by the SRMP, and
documented within the S ecPlan.
5.2.3.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD
The Information Security Policy ( SecPol) SHOULD document the information
security, guidelines, standards and responsibilities of an agency.
5.2.3.C.02. Control: System Classification(s): All Classifications; Compliance: SHOULD
The Information Security Policy ( SecPol) SHOULD include topics such as:
1 accreditation processes ;
1 personnel responsibilities ;
i configuration control ;
i access control ;
i networking and connections with other systems ;
1 physical security and media control ;
1 emergency procedures and information security inci dent management ;
1 change management; and
1 information security awareness and training.
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5.3. Security Risk Management Plans

Objective

5.3.1.  Security Risk Management Plans (SRMP)identify security risks and appropriate
treatment measures for systems.

Context

Scope

5.3.2.  This section relates to the development of SRMPs, focusing on risks associated with the
security of systems . Information relating to other mandatory documentation can be
found in Section 5.1 - Documentation Fundamentals.

5.3.3. SRMPs may be developed on a functional basis, systems basis or project basis. For
example, where physical elements will apply to all systems is use within that agency, a
single SRMP covering all physical elements is acceptable. Generally each system will
require a separate SRMP.

534. The a g eigk dentffication and assessment process should include:

1 How risks are found, recognised and described; and

1 How sources of possible risks are to be considered.
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References

5.3.5. Information on the development of SRMPs can be found in

ISO 27005:2011, Information Security Risk Standards New http://www.standards.co.nz
Management Zealand
HB 436:2013, Risk Management Guidelines Standards New http ://www.standards.co.nz
Zealand
ISO 22301:2012, Business Continuity Standards New http://www.standards.co.nz
Zealand
ISO 31000:2009, Risk Management ISO / Standards http://www.standards.co.nz
Principles and Guidelines New Zealand http://WwWw.is0.0rg
ISO 31010:2009, Risk Management 7 Risk ISO / Standards http://www.standards.co.nz
Assessment Techniques New Zealand http://Www.iso.orq
ISO Guide 73 :2009, Risk Management - ISO / Standards http://www.standards.co.nz
Vocabulary New Zealand http://WwWw.iso.orq
ISO 19011:2011 - Guidelines for auditing ISO https://www.iso.org
management systems
ISO/IEC 27000:2014 Information technology ISO http://www.standards.co.nz
-- Security techniques  -- Information http://www.iso.org
security management systems -- Overview

and vocabulary

ISO/IEC 27001:2013 Information technology ISO http://www.iso27001security.
-- Security techniques  -- Information com/html/27006.html
security management systems - http://www.standards.co.nz

Requirements http://www.iso.org

ISO/IEC_27006:2011 Information ISO http://www.standards.co.nz
Technology z Security Techniques - http://www.iso.org
Requirements for bodies providing audit
and certification of information security
management systems

ISO/IEC_27007:2011 Information ISO http://www.standards.co.nz
Technology z Security Techniques - http://www.iso.org
Guidelines for information security
management systems auditing

ISO/IEC TR 27008, Guidelines for auditors ISO http://www.iso.org/
on information security controls

ISO/IEC 27017, Code of practice for ISO http://www.iso.org/
information security controls based on
ISO/IEC 27002 for cloud services

ISO/IEC 27018:2014 Information technology ISO http://www.iso.org/
-- Security techniques  -- Code of practice
for protection of personally identifiable
information (PIl) in  public clouds acting as
PIl processors
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5.3.6. Agency and system specific security risks

5.3.6.R.01.

5.3.6.C.01.

Rationale

While a baseline of security risks with associated levels of security risk and
corresponding risk treatments are provided in this manual, agencies will almost
certainly have variations to those considered during the security risk assessment
Such variatio ns could be in the form of differing risk sources and threats, assets

and vulnerabilities, or exposure and severity . In such cases an agency will need to
follow its own risk management procedures to determine its risk appetite and
associated risk acceptan ce, risk avoidance and risk tolerance thresholds . Risk
owners must be identified.

Control:  System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD determine agency and system specific security risks that could
warrant additional controls to those specified in this manual.

5.3.7. Contents of SRMPs

5.3.7.R.01.

5.3.7.C.01.

Rationale

Risks within an agency can not be managed if they are not known, and if they are
known, failing to treat or accept them is also a failure of risk management . For
this reason SRMPs consist of two components, a security risk assessment and a
corresponding treatment strategy

Control: System Classification(s): All Classifications; Compliance: SHOULD

The Security Risk Management Plan SHOULD contain a security risk assessment
and a cor responding treatment strategy.

5.3.8. Agency risk management

5.3.8.R.01.

5.3.8.C.01.

Rationale

If an agency fails to incorporate SRMPs for systems into their wider agency risk
management plan then the agency will be unable to manage risks in a
coordinated and consistent manner across th e agency.

Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD incorporate their SRMP into their wider agency risk
management plan.
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5.3.9. Risk Management standards

5.3.9.R.01. Rationale

For security risk management to be of true value  to an agency there must be

direct relevance to the specific circumstances of an agency and its systems , as well
as being based on an industry recognised approach or risk management

guidelines . For example, guidelines and standards produced by Standards New
Zealand and the International Organi zation for Standardi zation.

The PSR requires that agencies adopt risk management approaches in accordance
with ISO 31000:2009. Refer to PSR governance requirement GOV3.

5.3.9.R.02. Rationale

The International Organization for St andardization has developed an international
risk management standard, including principles and guidelines on

implementation, outlined in  ISO 31000:2009, Risk Management z Principles and
Guidance. The terms and definitions for this standard can be foundi  n ISO/IEC
Guide 73, Risk Management z Vocabulary z Guidelines. The ISO/IEC 2700x series
of standards also provides guidance.

5.3.9.C.01. Control: System Classification(s): All Classifications; Compliance: SHOULD

Agencies SHOULD develop their SRMP in accordance with international standards
for risk management.
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